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In the recent years the Internet users have witnessed the emergence of Peer-to-Peer (P2P) technologies and
applications. One class of P2P applications is comprised of applications that are targeted for interpersonal
communication. The communication applications that utilize P2P technologies are referred to as
decentralized interpersonal communication applications. Such applications are decentralized in a sense that
they do not require assistance from centralized servers for setting up multimedia sessions between users.
The invention of Distributed Hash Table (DHT) algorithms has been an important, but not an inclusive enabler
for decentralized interpersonal communication. Even though the DHTs provide a basic foundation for
decentralization, there are still a number of challenges without viable technological solutions. The main
contribution of this thesis is to propose technological solutions to a subset of the existing challenges.
In addition, this thesis also presents the preliminary work for the technological solutions. There are two parts
in the preliminary work. In the first part, a set of DHT algorithms are evaluated from the viewpoint of
decentralized interpersonal communication, and the second part gives a coherent presentation of the
challenges that a decentralized interpersonal communication application is going to encounter in mobile
networks.
The technological solution proposals contain two architectures and two algorithms. The first architecture
enables an interconnection between a decentralized and a centralized communication network, and the
second architecture enables the decentralization of a set of legacy applications. The first algorithm is a load
balancing algorithm that enables good scalability, and the second algorithm is a search algorithm that enables
arbitrary searches. The algorithms can be used, for example, in DHT-based networks. Even though this thesis
has focused on the decentralized interpersonal communication, some of the proposed technological solutions
also have general applicability outside the scope of decentralized interpersonal communication.
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Viime vuosina Internetin käyttäjät ovat saaneet todistaa vertaisverkkoteknologioiden ja -sovellusten
esiinmarssia. Eräs vertaisverkkoteknologioita hyödyntävä sovellusluokka on sovellukset, joita käytetään
ihmistenväliseen viestintään. Tällaisia viestintäsovelluksia kutsutaan hajautetuiksi viestintäsovelluksiksi.
Hajautetut viestintäsovellukset ovat hajautettuja siinä mielessä, että ne eivät tarvitse keskitettyjä palvelimia
ihmistenvälisten multimediayhteyksien luomiseen.
Hajautettujen tiivistetaulualgoritmien (DHT) keksiminen on ollut tärkeä, mutta ei kaikenkattava, hajautettujen
viestintäsovellusten mahdollistaja. Vaikka DHT-algoritmit tarjoavatkin perusteknologian hajautukselle, niin
vielä on olemassa joukko haasteita ilman soveltuvia teknologisia ratkaisuja. Tämän väitöskirjan
pääasiallisena tarkoituksena on ehdottaa teknologisia ratkaisuja osaan näistä olemassaolevista haasteista.
Väitöskirjassa esitellään myös alustavaa tutkimusta, joka on tehty ehdotettuja teknologisia ratkaisuja varten.
Alustavassa tutkimuksessa on kaksi osaa. Ensimmäisessä osassa on arvioitu DHT-algoritmijoukkoa
hajautetun ihmistenvälisen viestinnän näkökulmasta. Toisessa osassa on annettu yhtenäinen kuvaus niistä
haasteista, joita eräs hajautettu viestintäsovellus tulee kohtaamaan matkaviestinverkoissa.
Teknologiset ratkaisuehdotukset sisältävät kaksi arkkitehtuuria ja kaksi algoritmia. Ensimmäinen arkkitehtuuri
mahdollistaa yhteistoiminnan erään hajautetun ja erään keskitetyn viestintäverkon välillä. Toinen arkkitehtuuri
mahdollistaa joidenkin olemassaolevien sovellusten hajauttamisen. Ensimmäinen algoritmi on
kuormantasaus-algoritmi, joka mahdollistaa hyvän skaalautuvuuden, ja toinen algoritmi mahdollistaa vapaasti
muotoillut haut. Edellämainittuja algoritmeja voidaan käyttää, muun muassa, sellaisissa vertaisverkoissa jotka
pohjautuvat DHT-algoritmeihin. Vaikka tämä väitöskirja onkin keskittynyt hajautettuun ihmistenväliseen
viestintään, silti osaa ehdotetuista teknologioista voidaan käyttää myös muihin tarkoituksiin.
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1 Introduction
One of the Internet trends in the recent years has been the advent of Peer-to-Peer
(P2P) technologies and the related proliferation of applications based on a P2P
paradigm. Prior to the P2P technology era, most applications were based on a client-
server paradigm. On the client-server paradigm, centralized servers are used for
performing a number of functions. The emergence of P2P technologies has unveiled
new possibilities for moving functions from centralized servers to endpoints. The
endpoints can be, for example, desktop computers, laptops, or smartphones. In a
way, these new possibilities for relocating functions allow researchers and application
designers to walk further along the road paved by the end-to-end argument of Saltzer
et al. [128]. In other words, P2P technologies not only preserve the freedom to
innovate, but they open up new opportunities for creating decentralized applications.
The decentralized applications can function without centralized servers which is an
obstacle that can sometimes hinder the release of new applications.
To be specific, applications based on the P2P paradigm refer to applications that
are able to utilize the resources of the endpoints and are able to communicate di-
rectly between the application instances without intermediary servers. In contrast,
applications based on the client-server paradigm mean applications that utilize the
resources of centralized servers and are unable to communicate between the appli-
cation instances without the help of the centralized servers. As an example, the
aforementioned classification does not consider applications based on the Session
Initiation Protocol (SIP) [124] and H.323 [62] protocols to be followers of the P2P
paradigm, because they rely, in their typical deployment scenarios, on centralized
servers that facilitate the communication between the application instances.
There are various different types of P2P technologies, but only those P2P technolo-
gies that are built as an overlay on top of IP-based networks are covered in this thesis.
Various different taxonomies for overlay P2P technologies have been proposed, and
they have been discussed in RFC 5694 [28]. This thesis uses a simple, and rather
coarse, taxonomy which is also used, for example, by Alima et al. [6]. The taxonomy
classifies the P2 technologies into the following two categories: unstructured P2P
networks and structured P2P networks. Both network types are a collection of end-
points, called peers, that are running an instance of a P2P application. Perhaps the
biggest difference between these network types is the way they set up links between
peers, which are logical connections on top of the network layer. Unstructured P2P
networks set up the links more or less randomly and structured P2P networks use
a well-defined algorithm, such as the Distributed Hash Table (DHT) algorithm, for
setting up the links. This results in a situation where unstructured networks have
18
a rather chaotic structure, as their name implies, while structured networks have a
rigorous structure. There are also other differences between these network types,
for example the peers in unstructured P2P networks do not have peer IDs, and the
peers in structured P2P networks do. This thesis focuses mainly on structured P2P
networks.
In addition to the aforementioned P2P technology taxonomy, P2P networks also
differ from one another on their level of dependence on centralized servers. Some
P2P networks do not use centralized servers at all, such as Gnutella, and some
of them depend heavily on centralized servers, such as SETI@home [8]. However,
many P2P networks, such as the BitTorrent [35] network, are somewhere between
these two extremes and have some dependence on centralized servers. Yet another
differentiating factor in P2P networks is the hierarchy. Some P2P networks use a
flat design where all the peers belong to the same group, and some P2P networks
use a hierarchical design where peers are divided into multiple groups. This thesis
focuses mainly on P2P networks that have only a relatively minor dependence on
centralized servers and use the flat design.
The Internet users are using a variety of different file sharing applications, such as
BitTorrent, that are following the P2P paradigm. The P2P paradigm is, however,
also utilized with other application types and not just with file sharing. For example,
there are P2P applications, such as Skype [13,56,74,125,149] and Peer-to-Peer SIP
(P2PSIP) [21], that are used for interpersonal communication. The interpersonal
communication means, for example Voice over IP (VoIP) calls, emails, blogs, online
games, and instant messages. Both Skype and P2PSIP utilize the P2P paradigm and
are decentralized in a sense that they do not require centralized servers for setting up
multimedia sessions between users. Perhaps the biggest difference between Skype
and P2PSIP is that Skype is non-standardized technology from a single vendor,
whereas P2PSIP is standardized technology that can be implemented by multiple
vendors. Today, Skype is a relatively widely deployed application, and P2PSIP is
evolving technology in the standardization phase at the Internet Engineering Task
Force (IETF). From the technological viewpoint, Skype is obfuscated proprietary
technology and P2PSIP is a novel combination between structured P2P networks
and SIP. The decentralized interpersonal communication is at the center stage of
this thesis, and special attention is given to the P2PSIP technology.
The only communication network that has been mentioned so far is the Internet.
However, this thesis also touches upon other types of IP-based network environ-
ments, such as the IP Multimedia Subsystem (IMS) [4] and mobile networks. The
IMS is an operator controlled network architecture from the 3rd Generation Partner-
ship Project (3GPP) which enables, among other things, the delivery of multimedia
services to the IMS users. An important detail of the IMS network architecture
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is that it utilizes SIP for signaling. Mobile networks can be seen as a part of the
Internet, or as access networks to the Internet. The reason why mobile networks are
explicitly mentioned in this context is that they induce an unique set of challenges
for P2P applications.
A major concern for P2P applications on the Internet is the middlebox traversal.
Middleboxes mean, in this context, devices that complicate the setting up of trans-
port level connections between two endpoints in IP-based networks. For example,
Network Address Translators (NATs) and Firewalls (FWs) are middleboxes. P2P
applications are more concerned with the middlebox traversal than client-servers
applications, because client-server applications typically contact centralized servers
with public IP addresses, and P2P applications contact endpoints that are more
likely to be behind middleboxes giving the endpoints private IP addresses. Fortu-
nately, there are existing middlebox traversal mechanisms, such as Interactive Con-
nectivity Establishment (ICE) [122], a hole punching technique for TCP by Ford
et al. [46], and Natblaster [18]. Together with the emergence of P2P technologies,
these middlebox traversal mechanisms contribute considerably to the feasibility of
moving functions from centralized servers to endpoints.
The contributions of this thesis are primarily presented in the author’s Publica-
tions I-VI. The common theme for the publications is the decentralized interper-
sonal communication. Figure 1.1 presents the logical placement of each topic in the
technological landscape of this thesis. Gray circles in the figure represent topics,
and the circles can be mapped directly to the author’s publications. Thus, a gray
circle containing I maps to Publication I, and so forth.
Transport layer
DHT algorithm
P2PSIP
Legacy applications
Decentralization
framework
IMS
Load balancing
Arbitrary search
Gateway
NAT
FW
III
II
VI
IV
V
I
IP network
Figure 1.1: Overview of the covered topics
A common denominator for all the author’s publications is the P2PSIP technology
which is a technology for enabling decentralized interpersonal communication. The
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topic of Publication I is the evaluation of DHT algorithms from the viewpoint of de-
centralized interpersonal communication, and particularly from the viewpoint of the
P2PSIP technology. Publication II gives a coherent presentation of the challenges
P2PSIP technology is going to encounter in mobile networks in the future. Publica-
tion III presents an interconnection architecture between P2PSIP and IMS networks,
and Publication IV proposes a generic decentralization framework for legacy appli-
cations. The decentralization framework utilizes largely the same technologies as
P2PSIP does (e.g., the same protocol).
Early experiments with the P2PSIP technology showed that P2PSIP networks have
poor scalability properties due to uneven load distribution, and that the users would
benefit from having an arbitrary search mechanism. Thus, Publication V introduces
a novel load balancing algorithm for structured P2P networks, and Publication VI
presents a search algorithm for structured P2P networks. The load balancing algo-
rithm enhances the scalability of P2P networks, and the search algorithm has been
used for showing that arbitrary searches are feasible in structured P2P networks.
It is noteworthy that even though the motivation for developing the load balanc-
ing and search algorithms has come from the early experiments with the P2PSIP
technology, they are generic and have applicability outside the scope of P2PSIP as
well.
1.1 Research Problem Areas
Despite the fact that there are a number of P2P applications, and even decentralized
interpersonal communication applications, there are still a set of challenges either
completely without viable technological solutions or with such solutions that could
be improved. The main contribution of this thesis is proposed technical solutions to
some of these challenges. However, part of the contribution in this thesis has been
preliminary work that has, among other things, identified the challenges decentral-
ized interpersonal communication applications, or P2PSIP applications to be exact,
are going to encounter in mobile networks.
The challenges, or research problems, are in the following areas: performance, over-
head, power consumption, decentralized bootstrapping, interconnection with exist-
ing systems, decentralization of existing applications, churn, robustness, middle-
box traversal, utilization of proximity information, load balancing, scalability, se-
curity, incentive models for providing services to others, versatile search algorithms
in structured P2P networks, and mobility. This list of research problem areas is
not exhaustive, but it does contain the problems that are widely known among the
researchers focused on P2P networks, some of the challenges listed by Steinmetz
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and Wehrle [137], and the problems identified as part of the preliminary work in
this thesis.
Most of the aforementioned research problem areas (e.g., scalability) are such that
generic solutions can be devised, but some of them (e.g., interconnecting with ex-
isting systems) require a specific solutions that can be applied only to one type of
P2P application. The contributions presented in this thesis have looked at the P2P
networks primarily from the perspective of decentralized interpersonal communica-
tion.
Considering the relatively large number of the research problem areas, this thesis has
focused on proposing technological solutions only to a selected subset of them. The
selected subset of research problem areas contains: interconnection with existing
systems, decentralization of existing applications, load balancing (which influences
scalability directly), and versatile search algorithms in structured P2P networks.
The author has attempted to keep the other research problem areas in mind while
designing technological solution proposals for the selected subset of research problem
areas, so that the devised solution proposals would not hinder the solving of the other
research problem areas. Fortunately, there is a relatively large group of researchers
who are addressing those research problem areas that are not covered in this thesis.
1.2 Contributions of the Thesis
The emergence of DHT algorithms has been a major, but not an inclusive, enabler
for decentralized interpersonal communication applications. The main contribution
of this thesis is that it proposes a set of enabling technologies, in addition to the
existing DHT algorithms, for decentralized interpersonal communication. The set
of proposed enabling technologies include: an interconnection architecture between
P2PSIP and IMS networks, a decentralization framework for legacy applications, a
novel load balancing algorithm, and a novel search algorithm.
The interconnection architecture between P2PSIP and IMS networks is presented
in Publication III. As far as the author of this thesis is aware, it is the first imple-
mented interconnection architecture between these networks. The interconnection
architecture enables session establishments from the P2PSIP network to the IMS
network and vice versa. In addition, the architecture can be implemented in real
networks, and it does not impose any changes to the standardized functions in the
IMS network.
The decentralization framework for legacy applications is presented in Publica-
tion IV, and according to the knowledge of the author of this thesis, it is the first
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generic decentralization mechanisms for legacy applications. Legacy applications
mean, within this context, applications that are based on the client-server paradigm.
The decentralization framework enables, for example, the decentralization of some
interpersonal communication applications, such as SIP-based VoIP and email appli-
cations.
The novel load balancing algorithm is presented in Publication V, and it is designed
for structured P2P networks. To the best of knowledge, it is the first generic load
balancing algorithm that creates a relatively even in-finger count distribution. The
in-finger count means, within this context, the number of incoming links a peer
has from other peers in the network. One of the main goals of the load balancing
algorithm is to enable better scalability of structured P2P networks. In addition,
the presented load balancing algorithm has some desirable features and lacks some
non-desirable features that existing load balancing algorithms have.
The novel search algorithm is presented in Publication VI. The search algorithm
is designed for a structured P2P network and it is relatively simple in itself. The
main purpose of the search algorithm was to facilitate the feasibility evaluation of
arbitrary searches in structured P2P networks. Arbitrary searches mean, within
this thesis, searches where the form of a search predicate is not restricted in any
way. As far as the author of this thesis is aware, the presented feasibility evalu-
ation is unique, because it is the only evaluation focused on a generic algorithm
that distributes both search requests and object storing requests in structured P2P
networks. The feasibility evaluation shows that it is possible to enable arbitrary
searches in structured P2P networks with the presented search algorithm.
Until now, only technological solution proposals have been introduced. The con-
tributions of this thesis also contain preliminary work for the proposed enabling
technologies. There are two types of preliminary work: a DHT algorithm evaluation
from the viewpoint of decentralized interpersonal communication, and a coherent
presentation of the challenges P2PSIP is going to encounter in mobile networks.
Hopefully the results of the preliminary work can be used as background informa-
tion for novel P2P studies in the future.
The DHT algorithm evaluation from the viewpoint of decentralized interpersonal
communication is presented in Publication I. At least according to the knowledge
of the author of this thesis, it is the first DHT evaluation that is performed from
the viewpoint of interpersonal communication. The idea of the evaluation is that
it enables the researchers, designers, and implementers to select an appropriate
DHT algorithm for their communication application before the implementation work
starts.
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A coherent presentation of the challenges P2PSIP is going to encounter in mobile
networks is given in Publication II. To the best of knowledge, it is the first study
that has given a coherent presentation on this topic. In addition to presenting the
challenges, it briefly presents the existing solution components as well. The purpose
of this study has been to direct the attention of the researchers, designers, and
implementers to the most important challenges.
To conclude, the main contribution of this thesis is a set of enabling technologies, and
the related preliminary work, for decentralized interpersonal communication. The
goal has not been to design a complete self-reliant decentralized communication
system, but rather a set of enabling technologies for it.
1.3 Research Methods
The contributions of this thesis can be divided, as mentioned previously, into pre-
liminary work (Publications I-II) and into technological solution proposals (Publi-
cations III-VI). The preliminary work has been based on an analytical approach.
The analytical approach has been chosen, for example, because the very goal of
Publication I has been to avoid unnecessary implementation work and to provide
background information that can be used prior to the implementation work. The
technical solution proposals are a result of empirical research. Two different empir-
ical research methods have been used in the author’s publications. Publications III-
IV used proof-of-concept prototypes and Publications V-VI used simulations.
Proof-of-concept prototypes were chosen for Publications III-IV, because their main
contributions were architecture proposals. The main concern in the architecture
proposals was the feasibility of real-world implementation and they did not require
especially large-scale experiments (i.e., a lot of peers). In other words, the proof-of-
concept prototypes were used to support the presented architecture proposals.
Simulations were the chosen research method in Publications V-VI, because they
defined algorithms and their evaluation required relatively large-scale experiments
which were feasible only via simulations. The general disadvantage of simulations
is that simulated environments are somewhat simplified versions of real-world sce-
narios, and therefore not all the nuances of real-world networks can be detected and
taken into consideration. However, the advantage of simulations is that they allow
a researcher to concentrate on chosen aspects (e.g., performance and scalability) of
the researched topic without interferences. It is noteworthy that even thought Pub-
lications V-VI presented the results of a single implementation, the research process
itself has been iterative. In the iterative research process the implementation work
and experiment phases have taken turns one after another.
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As can be noted, three different types of research methods, an analytical approach,
prototyping, and simulations, were used to create the contributions of this thesis.
In the future, those technological solution proposals that have now been simulated
could benefit from real-world implementations as well.
1.4 Structure of the Thesis
The remainder of this thesis is organized in the following way. The next chapter,
Chapter 2, provides background information which is relevant to the topic and
contributions of this thesis. Then, Chapter 3 gives an introduction to the actual
contributions. It is important to understand that the contributions are primarily
described in the author’s publications, and that they are just summarized in this
thesis. Finally, Chapter 4 presents the conclusions.
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2 Background
There has been, and is, a lot of research and standardization activity in the field
of decentralized interpersonal communication. Given the vast amount of research
and standardization efforts, this chapter does not attempt to provide an exhaustive
presentation of the efforts, but rather the goal is to introduce the reader to those
efforts that are relevant in order to understand the contributions of this thesis and to
be able to place it into a broader context. Most of the author’s publications have had
strict space limitations, and therefore it has been infeasible to cover the background
information broadly in the publications themselves. Hence, this chapter provides a
broader overview to the background information than the author’s publications.
The rest of this chapter is organized as follows. First, Section 2.1 presents a high
level overview of unstructured and structured peer-to-peer networks. Section 2.2
introduces one type of structured P2P networks, networks based on DHTs. Special
focus is given to load balancing, search, and network size estimation algorithms.
Section 2.3 presents P2PSIP which is a technology for providing decentralized inter-
personal communication. Section 2.4 discusses a set of decentralization mechanisms
for applications. Many of the decentralization mechanisms, just like P2PSIP, achieve
the decentralization by using DHTs. Section 2.5 gives an overview of the IMS net-
work, which is a centralized network architecture used for providing interpersonal
communication, and to its existing interconnection mechanisms. Finally, Section 2.6
summarizes the presented background information.
Even though it is not explicitly stated within the context of each presented tech-
nology, all of the technologies presented in this chapter relate either to IP networks
(such as Internet), packet-switched mobile networks, corporate networks, or IMS
networks. Other types of networks are beyond the scope of this thesis.
2.1 Peer-to-Peer Networks
Traditionally networked applications have been using the client-server paradigm
for providing services to users. However, in recent years various applications have
started using the P2P paradigm. The P2P paradigm is used for creating P2P
networks. A P2P network is a set of peers that follow the same P2P paradigm (e.g,
implement the same DHT algorithm). The peers in a P2P network provide all, or
almost all, resources (e.g., storage capacity) for the service creation. A P2P network
can, for example, provide a file sharing service or an interpersonal communication
service. All the author’s publications either study or use P2P networks.
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There are various taxonomies for P2P networks, as discussed in RFC 5694 [28],
and a rather rudimentary taxonomy is chosen for this thesis. The chosen taxonomy
is the same as the one used, for example, by Alima et al. [6], and it divides P2P
networks into unstructured and structured P2P networks. For reference, a more
fine-grained taxonomy has been presented, for example, by Vu et al. [145]. Both
types of networks, unstructured and structured, share a number of same qualities.
First, peers – that are endpoints at the edges of a physical network – are the main
characters of a P2P network. All, or almost all, of the resources (e.g., network
bandwidth, processing power, and storage capacity) in the P2P network are being
donated by the peers themselves. In some P2P networks peers are symmetric,
meaning that all the peers donate roughly the same amount of resources to the
network. On the other hand, some P2P network designs allow heterogeneity among
the peers. One relatively coarse way to allow heterogeneity in a P2P network is
to divide peers into ordinary peers and superpeers. The superpeers provide more
resources, or have more tasks, than the ordinary peers. Another way is to divide
a P2P network into clients and peers, where only the peers participate in the P2P
network, and clients just utilize the services of the P2P network without contributing
any resources. Heterogeneity in network design is especially desirable in networks
where the resources of physical peers differ significantly (e.g., some peers are mobile
phones and some peers are desktop computers with fixed Internet access).
Second, the degree of a peer can vary. The degree means how many links a peer
has to other peers in the P2P network. There is an inherent tradeoff between the
amount of state information in the peers and in the number of hops a packet must
travel in a P2P network. The two extremes of this tradeoff are a situation where
each peer has only one unidirectional link (i.e., each peer has only one neighbor),
and a situation where each peer has as many links as there are peers in the network
(i.e., each peer is a neighbor of every other peer). The latter situation is referred to
as a fully meshed network. When the number of links increases, the number of hops
a packet must travel decreases, and vice versa. Often the amount of load a peer in a
network receives correlates with its degree. The load, in this context, can be either
packets to forward or objects to store. Thus, if all the peers in the network have
the same degree, then the load is often distributed relatively evenly. However, in
environments where the physical peers are heterogeneous, variance of node degree
can be desirable.
Last, peers in both unstructured and structured P2P networks have the ability
to setup and maintain links between peers. All P2P networks have to be able to
maintain links also in situations where there is churn. Churn means a situation
where peers are joining, or departing from, a P2P network. Peers can depart either
gracefully or ungracefully. When a peer departs gracefully, it notifies its neighbors
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before it leaves, and when a peer departs ungracefully, it just disappears from the
P2P network. Typically a graceful departure happens when a peer itself decides
to leave the network (e.g., a user turns off a P2P application), and an ungraceful
departure happens due to some external event (e.g., a mobile phone goes out of
coverage). Some P2P network algorithms do not even have a notion of graceful
departure. In addition to maintaining the links during churn, the maintenance
mechanism might also have some logic that improves load balancing (more about
this in Section 2.2.1), takes geographical proximity into consideration, and replicates
stored objects.
Unstructured P2P networks are P2P networks where the links between peers do
not form a rigorous structure. One of the first unstructured P2P networks that did
not use centralized elements was Gnutella. The early version of Gnutella was not
very scalable, so later on a number of unstructured networks, such as Gia [32], were
designed to improve the scalability.
The process that sets up links between peers has an element of randomness in
unstructured P2P networks. Objects stored in the network do not have fixed places
in the network. In other words, there is no logic that would assign an object to a
specific peer. For example, some file sharing applications that are built on top of an
unstructured P2P network store objects (i.e., files) only on those peers that actually
use the objects. In other words, objects are not stored on peers that do no use the
files.
Packet routing in unstructured P2P networks is probabilistic and inherently suitable
for arbitrary queries. Arbitrary queries (or searches) mean, within the context of this
thesis, queries that do not have restriction on how the search predicate is formed. An
arbitrary query could be, for example, ”*catering*, London, case:ignore”. The packet
routing is typically based on some type of flooding or random walk with Time-To-
Live (TTL) values on packets. The flooding can be directed, for example, towards
those peers that have a higher degree, or it can use controlled exploding. Controlled
exploding means, within this context, packet forwarding where one incoming packet
is copied to n neighbors and n > 1. The TTL values in packets are decremented by
each forwarding peer. Random walk forwarding can use, for example, mechanisms
that prevent the forwarded packet from being sent back to those peers that it has
already traversed.
Structured P2P networks are P2P networks where the links between peers form a
rigorous structure. Many structured P2P networks are based on DHT algorithms,
such as Chord [138] (see Section 2.2). There also exist structured P2P networks
which are not based on DHTs, such as P-Grid [5], but those types of networks are
beyond the scope of this thesis.
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The process that sets up links between peers in structured P2P networks use some
predefined algorithm, which is the same for all the peers in the network, for link
selection. The link selection algorithm organizes the peers in the network into a
geometrical order, such as a ring with logarithmic degree mesh (term used by Buford
et al. [25]), hypercube, or tree. Objects stored in the network are always assigned
to specific peers. For example, those structured P2P networks that are based on
a DHT algorithm place peer IDs and object IDs into the same namespace, and an
object is always stored on a peer that has the closest ID. In other words, peers that
do not use an object by themselves might store the object as well. Structured P2P
networks also have the concept of an object reference which means a small-sized
object that contains only a pointer to the actual, sometimes large, object.
The packet routing in structured P2P networks is deterministic and inherently suit-
able for exact queries. An exact query could be, for example, ”Summer Olympics
2004.avi”. All structured P2P networks provide a Key-Based Routing (KBR) [41]
layer which finds a corresponding peer, and an object, when given a key. A key is
synonymous with an object ID, and it can be, for example, a hash from a filename.
The KBR is deterministic and it always finds the searched peer and the object if it
exists in the P2P network.
Until now, only P2P networks that use flat design and where all the peers belong to
a single group have been presented. There are, however, also hierarchical P2P net-
works where peers are divided into multiple groups and where the peers in different
groups can use dissimilar network structures for intra-group communications, but
still maintain the possibility for inter-group communication.
One of the first hierarchical P2P network architectures was introduces by Garce´s-
Erice et al. [51]. That architecture uses a two-level hierarchy where a structured P2P
network algorithm, Chord, is used at the upper level, and an arbitrary P2P network
structure on the lower level. A later architecture, HP2P [112] uses a similar two-
level architecture where Chord is used at the upper level and flooding at the lower
level. Both of the aforementioned architectures use superpeers for facilitating the
communication between the groups. A somewhat different approach to hierarchical
structures is taken in Canon [48,49]. Canon does not have the concept of a superpeer
and it allows an arbitrary number of levels. The communication between groups
is organized by controlled merging between the levels. In other words, in Canon
ordinary peers have links to other levels and superpeers are not needed.
Even though P2P networks provide a good platform for decentralized services, there
are still some open issues. One open issue, for example, is the decentralized boot-
strapping. Today, P2P networks use some type of centralized components which
allow joining peers to reach those peers that are already in the P2P network. An-
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other open issue is the decentralized identity management. Those existing P2P net-
work architectures that use strong identities for peers, or for users, use some type of
centralized components for identity distribution. Therefore, currently it is unclear
how to do reliable bootstrapping and identity management in a truly decentralized
fashion.
2.2 Distributed Hash Table Algorithms
A P2P network based on a DHT algorithm is one type of a structured P2P network.
DHT is, as its name implies, a distributed version of a hash table. Hash tables
provide a relatively efficient way of storing and accessing objects in a computer’s
memory space. In concrete terms, a hash table is a data structure that maps objects
(e.g., electronic business cards) to a set of buckets. The buckets reside in the memory
space of a computer. The mapping from an object to a bucket is done with a uniform
hashing function, such as SHA-1 [109]. More specifically, some property of an object
is hashed and the result of the hash operation, or just a part of it, determines the
bucket where the object is going to be placed. For example, if the object is an
electronic business card, then the hashed property could be the name of a person
in the card. Therefore, in order to access the stored electronic business card, the
name of a person in the card has to be known. Hash tables can contain collisions,
which means that more than one object is stored in the same bucket. However, this
is not a big problem for most applications, because the objects in the same bucket
can typically be differentiated just by examining the hashed property.
DHTs provide the same functionality as hash tables, with the difference that the
objects are stored into multiple computers instead of just a single computer. Since
multiple computers are used in DHTs, there are some problems that single-computer
hash tables do not have. Especially churn and security aspects cause problems in
DHTs. It is noteworthy that DHTs are directly related to all the author’s publica-
tions.
Just like hash tables, all of the DHTs use a uniform hashing function. In hash tables,
only object IDs (i.e., results of hash operations) are mapped into a namespace, but
in DHTs each computer also has an identifier, peer ID, that is mapped into the
same namespace. The namespace can be thought of as the equivalent of the set of
buckets mentioned in the above, where the ID of the first bucket is 0, ID of the second
bucket is 1, and so forth. A typical size of a namespace is, for example, 160 bits.
Thus, the first ID in the namespace is 0 and the last ID is 2160 − 1. Furthermore,
the namespace is a loop, and when IDs are traversed one-by-one from smaller to
bigger, then ID 0 comes right after 2160−1. Peer IDs in the namespace are typically
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either random bit strings or hashes from some property of a computer (e.g., an IP
address). All peers in a DHT are responsible for part of the namespace which can
be, for example, a partition between a peer’s own peer ID and its predecessor’s ID.
A predecessor means, within this context, a peer that has the closest smaller peer
ID. The term partition of a peer means, in this thesis, that part of a namespace the
peer is responsible for.
Today, there are quite a few DHT algorithms, such as Bamboo [119,120], Content-
Addressable Network (CAN) [116, 117], Chord [39, 138], EpiChord [83, 84], Kadem-
lia [101], Koorde [68], Pastry [126], and Tapestry [152, 153]. Common to all DHTs
is that they set up and maintain links between peers in a P2P network. Information
about the links are stored locally on each peer in a data structure called the overlay
routing table. An overlay routing table contains, for example, the peer IDs and the
IP addresses of the neighbors. Neighbors are peers which are connected to with a
single link.
DHT algorithms, like all structured P2P networks, organize peers into geometrical
order, such as a ring with logarithmic degree mesh, hypercube, or tree. Despite the
different geometrical orders, all DHT-based P2P networks provide a KBR layer. In
addition, DHTs also provide a higher abstraction layer that is being built on top
of a KBR layer. That abstraction layer provides the following functions: put(key,
data), remove(key), and value = get(key) [41]. The functions can be used for storing,
removing, and accessing the objects in a P2P network.
A peer has a certain life cycle in a DHT-based P2P network. The life cycle contains
the following phases: arrival, participation, and departure. The arrival phase starts
with bootstrapping, where the peer learns about some other peer that is already
in the P2P network, called a rendezvous peer. Then, the joining peer contacts the
rendezvous peer and learns about the peers that are close to its own peer ID. After
that, the joining peer notifies the peers that are close to its own peer ID about its
arrival and gradually learns a portion of the network topology. The exact details
on how this is achieved varies among the DHT algorithms. In the participation
phase, the peer actively maintains its overlay routing table, forwards packets from
other peers, and stores objects. In the departure phase the peer leaves the network.
Some DHT algorithms have a mechanism that enables the departing peer to notify
neighboring peers of its imminent departure, and some even have a mechanism for
moving objects to the neighboring peers.
Churn is one of the problems each peer has to handle while participating in a DHT-
based P2P network. A way to handle churn is called stabilization, and there are two
common stabilization strategies: reactive and periodic stabilization. The main goal
of the stabilization is to keep overlay routing tables up-to-date even under churn.
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Reactive stabilization means that overlay routing tables are fixed when churn is
perceived as part of normal procedures (e.g., while forwarding packets from other
peers). The periodic stabilization on the other hand is pre-emptive, and it detects
churn by running a stabilization procedure periodically. The exact details of how
the stabilization strategies are implemented vary among DHT algorithms.
Like in all P2P networks, there is a tradeoff between the amount of state information
in peers (i.e., links in an overlay routing table) and in the number of hops a packet
must travel in a P2P network before reaching its destination peer. Many, but not all,
DHT algorithms exhibit logarithmic, O(log N), properties (where N is the number
of peers in the network). Logarithmic properties mean, in this context, that the
amount of state information in peers and the number of hops a packet must travel
increase in logarithmic proportion to the number of peers in the P2P network.
This type of behavior gives DHT-based networks a relatively good scalability while
preserving a relatively good performance. A characteristic feature of the DHT-based
P2P networks – despite the geometry of a DHT – is that a peer has several links to
the peers that are close to it, and only few links to peers that are further away. The
closeness is measured, in this case, as distance in the namespace.
The packet routing in DHT-based P2P networks, sometimes referred to as the lookup
method, is deterministic, and it can be either recursive, semi-recursive, or iterative.
The recursive routing means that a request packet is forwarded in a hop-by-hop
fashion among peers in a P2P network, and that a reply packet returns via the same
peers as the request packet traversed. The semi-recursive routing is similar for the
request packet, but the reply packet is sent directly to the original sending peer from
the destination peer. The iterative routing means that the request packet is not for-
warded in a hop-by-hop fashion. Instead, the packet forwarding is performed by the
original sending peer contacting all intermediary peers directly, and the intermedi-
ary peers telling the original sending peer where to send the packet next. A packet
has to traverse the least amount of links in the semi-recursive routing, and the same
number of links in the recursive and iterative routing. The difference between the
recursive and iterative routing is that in the recursive forwarding packets traverse
only existing links, but in iterative forwarding they traverse mostly new links that
have to be explicitly created.
Objects are stored in peers in a DHT-based P2P network. In order to improve
churn resistance and to enhance performance (i.e., lower the lookup delays) various
replication strategies have been designed. The replication means simply that an
object is copied to multiple peers instead of storing it just in one peer. As an
example, three replication strategies, neighbor replication, path replication, and
replication with multiple hash functions is presented in the following. A larger set
of replication strategies is described and evaluated by Ktari et al. [81].
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In neighbor replication, the replicas (i.e., object copies) are stored in immediate
neighbors of the peer that has the main responsibility for storing and replicating a
given object. In path replication, those peers that have forwarded the request packet
are going to store the requested object, or an object reference to the requested object.
The path replication is sometimes referred to as caching. Multiple hash functions
can be used for replication in a way that when a property of an object is hashed,
multiple hash functions instead of just one is used. That way one object is going to
be stored in multiple locations (i.e., at the locations indicated by the results of the
hash functions) in the namespace of a P2P network. All the replication strategies
have some challenges, such as how to prevent stale objects and how to determine
the optimal number of replicas. Stale objects mean objects that are not the latest
version of an object, but rather some outdated version of it.
Security is a concern for DHT-based P2P networks, as it is for other types of P2P
networks as well. There are different security threats for a DHT network, such as
routing attacks, data storage and integrity attacks, and free riding. Routing attacks
can be executed, for example, by a malicious intermediary peer in the routing path
forwarding a packet into a wrong direction, or dropping it altogether. Another
routing attack is where a peer advertises false overlay routing information to other
peers in the network. Data storage and integrity attacks can be a peer which has
promised to store an object but does not actually store it, or a peer that serves
altered or phony data to other peers. Free riding means that a peer does not
forward any packets and does not store any objects, just uses the resources provided
by other peers.
There are various techniques for mitigating the security threats. As an example, one
option would be to adopt a security through obscurity approach. It could be used in
a single-vendor P2P application that uses closed-source software, non-standardized
protocols, and encrypted network traffic. Another option would be to use a security
model based on strong user and peer identities. Those identities could be used, for
example, for integrity protecting the objects in a P2P network.
Given the relative abundance of DHT algorithms, it is no surprise that there is a
fair number of studies which compare DHT algorithms. In the following, some of
the comparisons are presented. A relatively simple analytical performance com-
parison has been made by Ko¨tz et al. [55]. They have focused on comparing the
routing performance, the amount of state information in peers, and the complex-
ity of arrival and departure phases on a set of selected DHT algorithms. There
also are simulation-based DHT algorithm comparisons, for example, by Kelaskar et
al. [72], Li et al. [85], Tian et al. [140], and Gummadi et al. [57]. The comparisons
have focused on discovery mechanisms [72], on performance versus network traffic
consumption evaluation [85], on how well DHTs fulfill the requirements of P2PSIP
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networks [140], and on evaluating the impacts of routing geometries [57]. There
also is an emulator based DHT comparison by Kato and Kamiya [71]. They have
used their emulator for evaluating the performance of the implementations of DHT
algorithms, rather than the performance of the algorithms themselves.
DHT-based P2P networks are used by real-world applications as well. As an exam-
ple, P2PSIP and BitTorrent applications are presented in the following. P2PSIP [21]
is a standardized technique for decentralized interpersonal communication and it
uses DHTs essentially for finding the endpoint of a callee. In essence, the caller’s
P2PSIP application, which contains a DHT implementation, queries the IP address
of the callee from a DHT-based P2P network. BitTorrent [35] is a file sharing ap-
plication and it uses DHTs for providing distributed tracker [88] functionality. The
Tracker in BitTorrent is essentially a service which knows where the files a user
wants to download are physically located (i.e., the IP addresses of the nodes stor-
ing the files). When a DHT-based distributed tracker is used, then the BitTorrent
applications contain a DHT implementation, and there is no need for a centralized
tracker.
2.2.1 Load Balancing Algorithms
Scalability and robustness are important properties for any DHT-based P2P net-
work. Poor load balancing in a DHT network can lead to non-robust functionality
and poor scalability. Early DHT networks relied on the notion that the inherent
randomness, introduced by hash-based object IDs and randomly selected peer IDs,
would be enough to provide an adequate load balancing properties. Soon, however,
it was discovered that many DHTs suffered from poor load balancing, and since
then a number of load balancing algorithms has been designed. Load balancing al-
gorithms are related to author’s Publication V which proposes a novel load balancing
algorithm.
The load is something that a single peer experiences in the network while serving
other peers. There are different types of load in a DHT network. First, there is
load related to storing objects and object references. The significance of this load
varies according to the number and size of the objects stored in a DHT network.
Naturally, the object-related load is more significant if the DHT network stores a
large number of big objects. Second, there is load related to the overlay-induced
network traffic a peer has to handle. The traffic is induced either by the maintenance
traffic (e.g., overlay routing table maintenance packets) or by the object lookup
traffic (e.g., request and reply packets). Last, there is the hot-spot load which is
caused by popular objects. For example, if a DHT network is used as a replacement
of the Domain Name System (DNS), then the lookup traffic follows roughly Zipf’s
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law [158], because web requests follow a Zipf-like distribution [19]. In other words,
the peers that are storing the most popular objects in the network have to handle a
lion’s share of request packets. This last load type is commonly handled by different
replication strategies (see Section 2.2) and not by load balancing algorithms.
There are two issues that deserve to be mentioned in the context of load balancing
algorithms: peer heterogeneity and skewed object distribution. Even though load
balancing algorithms attempt to, as the name implies, balance the load among peers,
they still might accommodate peer heterogeneity. Typically, in a DHT network the
participating physical peers have different capabilities, and some load balancing
algorithms allow more powerful peers to take more responsibility than less powerful
peers. Skewed object distribution means a situation where object IDs are not a
result of an uniform hashing operation, but rather identifiers that are not uniformly
distributed in the namespace. The handling of a skewed object distribution is outside
the scope of this thesis.
Due to a relatively large number of different load balancing algorithms, it is infeasible
to give an exhaustive presentation of them all in this section. However, a selected set
of load balancing algorithms is presented. The presented algorithms are divided into
the following categories: algorithms based on the virtual servers concept, algorithms
that minimize the variation between partition sizes, algorithms that balance the
degree of peers, and algorithms that do not fit the aforementioned categories.
Algorithms based on the virtual servers concept are perhaps the most studied cat-
egory of the load balancing algorithms. The virtual servers concept was first intro-
duced in Chord [138], and it is a concept where a single physical peer has multiple
virtual peers. All the virtual peers have unrelated peer IDs in the namespace of a
DHT network, and all the virtual peers have their own overlay routing table. The
virtual servers concept, in its original form, improves the load balancing in a DHT
network, but it increases the amount of state information in each physical peer.
A decentralized file storage system, Cooperative File System (CFS) [40], uses the
virtual servers concept. CFS allows the changing of the number of virtual servers
in a physical peer to accommodate the prevailing load condition. Hence, if a peer is
lightly loaded, it increases the number virtual server it has, and vice versa. Y0 [54]
is a Chord-based protocol where the virtual servers are clustered into a fraction
of a namespace instead of using unrelated peer IDs for the virtual servers. The
advantage of Y0 is that it requires less state information in a peer than Chord with
the original virtual servers concept.
There are multiple algorithms that are based on a mechanism where virtual servers
can be transferred from one physical peer to another. One of those algorithms
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is presented by Rao et al. [115]. That algorithm contains three schemes: one-to-
one, one-to-many, and many-to-many. In the one-to-one scheme, a virtual server
is transferred from one heavily loaded physical peer to one more lightly loaded
physical peer. In the one-to-many scheme, one heavily loaded physical peer transfers
a virtual server to a more lightly loaded peer which is chosen from a set of lightly
loaded physical peers. In the many-to-many scheme, a set of heavily loaded physical
peers is matched to a set of lightly loaded physical peers, and virtual servers are
transferred between them in a way that attempts to optimize the load balance. More
algorithms that are based on the transferring of virtual servers are presented, for
example, by Godfrey et al. [53], Tsai and Chen [141], and Zhu and Hu [156, 157].
These algorithms have different focus areas. The algorithm by Godfrey et al. [53] is
focused on a dynamic environment, the algorithm by Tsai and Chen [141] is focused
on leveraging the peer heterogeneity and optimizing the transfers of virtual servers
among the physical peers, and the algorithms by Zhu and Hu [156,157] are focused
on utilizing geographical proximity information in load balancing. The main idea
in the algorithms by Zhu and Hu is that the virtual servers are transferred only
between peers that are physically close to each other.
Algorithms that minimize the variation between partition sizes are based on a notion
that peers with larger partitions will get more load than the peers with smaller
partitions. There are algorithms, such as algorithms by Kenthapadi and Manku [73],
and Manku [94], that balance the partition sizes at the phase when peers join a DHT
network. When a peer is joining a DHT network, it first tries to find, by probing,
a relatively large partition of the DHT network. Once the relatively large partition
has been found, the peer calculates an ID from the middle of the partition and
takes that ID as its own peer ID. After that, the peer is ready for joining the DHT
network. In addition, the algorithm by Manku [94] also balances the DHT network
at the phase when peers are departing from a DHT network. When a peer departs
from a network, the algorithm might change the peer ID of one remaining peer in
order to balance the partition sizes of the remaining peers.
The load balancing algorithms by Bienkowski et al. [17] also minimized the varia-
tions between the partition sizes, but instead of doing the balancing on joining and
departure, it uses an infinite continuous process. The process is executed in each
peer while they are participating in a DHT network, and the goal of the process
is to move those peers which have relatively short partitions to those places in the
namespace where there are relatively long partitions. Furthermore, the process also
contains an ability to transfer stored objects from one peer to another.
Yet another algorithm that minimizes the variations between partition sizes has
been presented by Karger and Ruhl [69]. It minimizes the variations by using the
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virtual servers concept. The main idea in the algorithm is that one physical peer
has many peer IDs, but only one of the IDs is active at a given time.
Algorithms that balance the degree of peers are based on a notion that an uneven
degree distribution among the peers causes poor load balancing properties. That
is, the higher the degree a peer has, the more load it will get. The algorithms that
balance the degree in peers do not correct the uneven partition size distribution.
There are, for example, two Chord-specific load balancing algorithms, e-Chord [38]
and Bl-Chord [79], that attempt to balance the degree in peers. Both of them change
the way in which overlay routing tables are maintained in Chord. The overlay
routing table maintenance in e-Chord is probabilistic, whereas it is deterministic in
Bl-Chord. The goal in both of them is to select peers that have a relatively low
degree as links to the overlay routing tables.
Shen and Xu have presented the Elastic Routing Table (ERT) mechanism [132]
which balances the load in a DHT network by adjusting the degree of peers. The
ERT is not Chord-specific and it can take advantage of the possible heterogeneity
of peers, and vary the sizes of routing tables according to the peers’ capabilities. In
other words, the ERT assigns a higher degree to more powerful physical peers and
a lower degree to less powerful peers.
All load balancing algorithms do not fit into the above-presented categories. In
the following, three examples of such algorithms are presented. Bianchi et al. [16]
have presented a load balancing algorithm that takes the popularity of objects into
account and modifies the packet routing in the peers. The modified packet routing
forwards those packets that are targeted to far-away peers (measured as a distance
in the namespace) to lightly-loaded peers instead of the best-matching peers. A
locality-aware randomized load balancing algorithm, by Shen and Xu [131], balances
load by moving objects from a heavily loaded physical peers to less loaded physical
peers, and it is especially focused on leveraging the geographical proximity. Byers
et al. [26] have presented a load balancing algorithms that utilized the power of two
choices paradigm [11, 106]. It focuses on creating an even distribution of objects
among the peers and it works by storing an object into the less loaded peer among
two, or more, pseudo-random alternative peers. The pseudo-random alternative
peers are assigned to the object by using multiple hash functions.
2.2.2 Search Algorithms
Many applications that are built on top of DHT networks require, or at least would
benefits from, a versatile search facility. The users of applications can use the search
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facility for searching for various things, such as movies, people, or services. On the
DHT layer, however, these searches boil down to an algorithm for searching for ob-
jects. This section focuses only on search algorithms that are fully decentralized and
do not use any centralized elements. Search algorithms are related to the author’s
Publication VI which evaluates the feasibility of arbitrary searches in structured
P2P networks.
The basic DHT lookup can be seen as a search algorithm that provides a very exact
and deterministic search. For example, if an exact filename of a movie file is known,
then the basic DHT lookup can efficiently find the peer that is responsible for the
file. The search is deterministic, because the requestor can determine, at the end of
the search operation, whether the searched object is in the network or not.
Unstructured P2P networks, on the other hand, provide an inherently probabilistic
arbitrary search mechanism. Arbitrary search is possible, because a search predicate
(e.g. keywords or search terms) is evaluated locally on each peer that receives a
search request packet. The search is probabilistic, because in order to be sure of
whether the searched object is on the network or not, all the peers would have to
receive a search request packets, which is usually not the case due to scalability
issues.
Searches can be based a single phrase, such as a filename or person’s name, which
is associated with an object. However, it is often good to associate some metadata
with objects. The metadata can be, for example, a set of keywords associated with
a movie file which describes the content of the object more precisely than a single
phrase.
The metadata about an object can be created by using various methods. For one,
the user who stores an object on a DHT network can manually create the metadata,
or users who later use the object can add metadata to it. There can also be an
automatic creation of metadata. The metadata can be created automatically, for
example by using an image recognition software while storing an image file on the
network, or at the time when a search predicate is evaluated against an object.
For example, if the search predicate is text, and the object contains text, the search
predicate evaluation logic can attempt to match the search predicate with the whole
content of the object, and therefore the whole content can be seen as automatically
created metadata.
In this thesis, search algorithms are coarsely divided into the following categories:
search algorithms in unstructured P2P networks, keyword searches in DHT net-
works, range queries in DHT networks, flooding over DHT networks, and hybrid
search algorithms that combine unstructured and DHT networks. Even though the
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main focus is on the search algorithms used in DHT networks, the search algorithms
used in unstructured P2P networks are briefly introduced as well.
As stated above, search algorithms in unstructured P2P networks support arbitrary
searches inherently. Gnutella was one of the first fully decentralized P2P networks,
and it provided an arbitrary search algorithm. The search was based on flooding and
search packets had TTL values. Due to Gnutella’s scalability problems, Gnutella-
based Gia [32] was developed later on. Gia provided an arbitrary search algorithm
too, but instead of flooding, it used a biased random walk. The bias was created
by forwarding search request packets preferentially towards peers that had a high
degree. Another approach is introduced by BubbleStorm [139] which spreads search
queries and data-storing requests in bubbles. The bubbles are formed so that each
packets contains weight and split factor (s) values. When a peer forwards a packet,
it forwards it to s random neighbors and decreases the weight by one. In other
words, s controls the flooding and the weight value is like a TTL value.
Keyword searches in DHT networks simply mean searches where the search predicate
is a set of words. This type of search is suitable for some application scenarios, but
not for all scenarios due to a rigid search predicate evaluation. The user sending a
search request has to know the exact word, and the exact form of the word (i.e.,
the possible suffix has to be correct as well) in order to find the searched object.
Keyword searches are typically implemented with the help of some data structure
which is stored on a DHT network. For example, the search algorithm by Reynolds
and Vahdat [118] is based on inverted indices. An inverted index is a data structure
where multiple objects are associated with a single keyword. Another example, an
algorithm by Joung et al. [67] is based on a r-dimensional hypercube index scheme.
The r-dimensional hypercube is a data structure which enables keyword search where
the object with a perfect match can be provided with a relatively low delay, and the
objects with a partial match can be provided later by traversing the hypercube. The
perfect match means, within this context, a situation where the searched keywords
are exactly the same as the object’s keywords (keywords are typically a part of the
metadata of an object), and the partial match means a situation where the searched
keywords are a subset of the object’s keywords.
A range query in a DHT network could be formulated, for example, in the following
way ”Formula One champions between years 1996 and 2000?” In this example, the
range length is 5. A naive mechanism for providing range queries would be to
send as many single queries as is the length of a range. This mechanism, however,
would be infeasible for big range lengths. Thus, more sophisticated range query
mechanisms have been designed. For example, a range query mechanism by Gao and
Steenkiste [50] is based on balanced binary trees on top of a DHT. This algorithm
is considerably more effective than the naive mechanism, requiring only O(log r)
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queries when the size of the range is r. Another example, a range query mechanism
by Datta et al. [42] is based on trie-structured (i.e., a prefix tree) P2P network
where the overlay network itself is a trie. In other words, there is no additional data
structure stored on a DHT. In addition to the trie, the mechanism by Datta et al.
uses a hash function that preserves the semantic proximity of objects.
Flooding over DHT networks is a search mechanism that enables arbitrary searches
within DHT networks. The main idea is that the packets performing the search are
flooded on top of the links created by the DHT algorithm. One approach, which
is based on Chord, has been presented by Ktari et al. [80]. In that approach, the
search packets are distributed by using controlled flooding, but the object-storing
requests are not flooded. The controlled flooding is based on a flooding limit that
is contained in each query. The flooding limit is an identifier in the namespace (i.e.,
not a TTL value). Objects are stored in the DHT by using symmetric replication.
In symmetric replication, an object is associated with multiple keys identifying its
location in the P2P network, and it also provides the distribution of objects in the
namespace. Another approach, Structella [30], is essentially like a Gnutella network
of top of Pastry. It uses a type of flooding for distributing the search packets. The
used flooding type ensures that peers are visited only once and the number of visited
peers can be controlled relatively accurately. Structella does not use structure, nor
object IDs, for storing objects. Each node stores only its own objects.
There also are hybrid search algorithms that combine unstructured P2P networks
and DHT networks. In other words, both unstructured P2P networks and DHT
networks are used together for providing a search mechanism. Typically, the hybrid
search algorithms use an unstructured P2P network for arbitrary searches, and a
DHT network for other purposes. The other purposes can be, for example, a keyword
search for rare objects, or performance enhancements for the search mechanism as
a whole. As an example, the algorithm by Loo et al. [89], the Gossip Adaptive
Hybrid (GAB) [150], and QRank [33] use an approach where an unstructured P2P
network is used for providing an arbitrary search mechanism for relatively popular
objects (i.e., highly replicated objects), and a DHT network is used for providing a
keyword search mechanism for relatively rare objects. These algorithms differ from
one another, for example, in how they determine whether to send a search packet to
the unstructured P2P network or to the DHT network. RandRep [90] is yet another
example of a hybrid search algorithm, but unlike previous approaches, it uses a DHT
network mainly for estimating the number of peers in the network. That estimate
is then used for determining the proper number of object replicas, and the proper
number of search queries.
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2.2.3 Network Size Estimation Algorithms
DHT networks and the functions they provide require some enabling functions which
are often invisible to a human user of a network. Enabling functions are, for example,
the estimation of network size and the estimation of expected churn rate. This
section is focused on the former, the estimation of network size, and the latter, the
estimation of expected churn rate, is outside the scope of this thesis. The network
size estimation means, within this context, the estimation of the number of peers
that are participating in a DHT network. It is noteworthy that the search algorithm
specified in author’s Publication VI requires a network size estimation algorithm.
The number of peers has to be estimated, rather than known, because in a typical
DHT network peers do not have a global knowledge (i.e., knowledge of all the other
peers) of the DHT network. Having an accurate estimate of the network size is
important in order to be able to set parameters for a set of operations in a DHT
network, for example, for setting sensible TTL values for search queries and setting
the desired number of neighbors (i.e., the amount of links) for the overlay main-
tenance algorithm. Because of the churn, the network size estimation is typically
performed periodically.
In the following, a few selected examples of the network size estimation algorithms
are presented. The presented algorithms can be divided into two categories: algo-
rithms based on distance measurements and algorithms based on gossiping. Distance
measurements mean, in this context, the act of measuring the distance between peer
IDs in the namespace of a DHT network. Gossiping means such protocols that ex-
change pieces of information between peers in a DHT network.
An example of a protocol that is based on distance measurements is Viceroy [93].
Viceroy simply measures the distance between the current peer and its immediate
successor. When the peer has the distance measurement, and knowledge of the size
of the namespace of the DHT network, it can calculate a rough estimate of the
number of peers in the P2P network. Another example is the estimation protocol of
Symphony [95] which is not based on a single measurement, but on distance mea-
surements between the current peer and a set of its immediate successors. Ghinita
and Teo [52] have further developed a similar concept and their algorithm measures
the distances between the ideal peer IDs of the neighbor and the real peer IDs of
the neighbor (this is feasible, e.g. in Chord). The ideal peer ID means, within this
context, an ID to which an out-finger of a peer is pointing.
Two examples of gossiping-based network size estimation algorithms are an algo-
rithm by Jelasity et al. [64] and an algorithm by Shafaat et al. [130]. The algorithm
by Jelasity et al. works by having all peers maintain a local value (l). In the be-
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ginning l is 1 in one peer and 0 in all other peers. Then the gossiping starts and
the goal of the gossiping is to produce the network-wide average of l. So, after
gossiping, all the peers have the average value as l, and the number of peers in the
DHT network can be calculated simply as 1/l. The algorithm by Shafaat et al. uses
a similar approach, but the local value l is a inter-peer distance (d). The goal of
the gossiping is to produce as good an estimate of the average inter-peer distance
as possible. After gossiping, an estimate of the number of peers in the network can
be calculated as N/d, where N is the size of the namespace.
2.3 Peer-to-Peer Session Initiation Protocol
Traditionally interpersonal communication, such as phone calls, has needed central-
ized servers to facilitate the call setup. This is also true for VoIP calls which are
established with SIP [27, 124]. P2P networks, however, provide network architec-
tures where communication between peers can be done without centralized servers.
P2PSIP is a technology that combines SIP and P2P networks, and enables VoIP
calls (and other multimedia session types) among the peers and users without using
centralized servers. Note that P2PSIP technology is a common denominator in all
the author’s publications.
SIP is a text-based signaling protocol used in IP-based networks, and it has been
standardized at the IETF. The purpose of SIP is to enable the creation, modification,
and termination of multimedia sessions, such as VoIP calls. A multimedia session
means, within this context, a session where there are two or more participants and
one or more media types. Media types can be, for example, audio streams, video
streams, or instant messages.
The session creation, modification, and termination is enabled by using centralized
servers between the endpoints of a session. There are three different types of cen-
tralized SIP servers: proxy servers, redirect servers, and registrars. These servers
facilitate the SIP message exchange between endpoints. Endpoints themselves also
have a SIP entity, called User Agent (UA), that sends and receives SIP messages. A
public SIP Uniform Resource Identifier (URI) that is used by callers is referred to
as an Address-Of-Record (AOR). AORs can be thought of as the public addresses
of SIP users.
The users of the UAs are addressed by using SIP URIs. The SIP URI is a predefined
string of characters, such as ”sip:alice@example.com”, where ”sip” is a predefined
prefix, ”alice” is a user part, and ”example.com” is a host part. The host part of the
callee’s SIP URI is used for routing SIP messages. The set of procedures for locating
next-hop SIP servers is based on the host part of a SIP URI, and they are specified
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in RFC 3263 [123]. These procedures, together with centralized SIP servers, make
it possible to set up sessions between UAs.
Multimedia communication systems require other protocols in addition to SIP in
order to function properly, for example, the protocols that carry the actual media
streams of multimedia sessions, and the protocols that describe and negotiate the
media streams, such as the Session Description Protocol (SDP) [58]. Media related
issues are outside the scope of this thesis. It is noteworthy that SIP is used as a
part of the IP Multimedia Subsystem (see Section 2.5).
There is a variety of different extensions to SIP which provide, for example, enhanced
security features, message compression, and presence service. Due to the fact that
this thesis sees SIP mainly just as a part of a P2PSIP network, the descriptions of
SIP extension are considered to be outside the scope of this thesis.
P2PSIP, or more specifically the first publications describing P2PSIP, appeared in
2004 [20,133,135] and 2005 [22,134]. The idea in P2PSIP was right from the begin-
ning to replace the centralized SIP servers, and the DNS-based SIP server locating
procedures, with a specific P2P network. In concrete terms, the P2P network was
created by implementing a chosen decentralization algorithm, such as a DHT algo-
rithm, to the endpoints themselves.
The first proposed P2PSIP architectures were a SIP-based P2P telephony system
by Singh and Schulzrinne [133–135], and a decentralized communication system
called SOSIMPLE [20, 22]. Both architectures contained the concept of being able
to use existing SIP-based communication applications without modifications with
a new P2P architecture. The architecture by Singh and Schulzrinne also contained
the concept of having two different types of peers: peers that implemented a DHT
algorithm, and peers that did not implement a DHT algorithm but rather just
used the services provided by other peers. Furthermore, both of these architectures
used a Chord-based P2P network and SIP. In addition to session handling, SIP was
also used for DHT maintenance. In other words, the messages required for DHT
maintenance was implemented by modifying and extending SIP messages. Later on
Singh and Schulzrinne [136] proposed another architecture that did not use SIP for
DHT maintenance, but used an external Bamboo-based DHT instead.
In addition to research efforts, there is also standardization work that attempts to
standardize P2PSIP technology. A working group for standardizing P2PSIP was
chartered in the end of 2006 at the IETF. At the time of writing this thesis, the
standardization of P2PSIP is still an ongoing effort at the IETF.
43
2.3.1 Technological Overview
Given the fact that P2PSIP is an evolving technology, it is infeasible to give a
detailed technical overview that would hold true in the future. Thus, the purpose of
this section is to present a timely snapshot of the P2PSIP technology on a relatively
high abstraction level. At the time of writing this thesis, a good overview of the
P2PSIP technology has been written by Bryan and Lowekamp [21].
P2PSIP, as SIP, uses SIP URIs for addressing users. It also utilizes the fact that
structured P2P networks provide a deterministic method for storing and fetching
objects. In the following, an example from a simple VoIP call setup in a P2PSIP
network is presented. There are two persons in the example, Alice and Bob, and
both of them are using a P2PSIP UA. A P2PSIP UA can be, for example, an
application in a laptop or mobile phone.
When Alice wants to be reachable by others, she instructs her P2PSIP UA to store
a special object on the P2PSIP network. The object contains the mapping between
Alice’s SIP AOR (e.g., ”sip:alice@p2p.example.com”) and the peer ID (e.g., 160 bits
long bit string) of her P2PSIP UA. A hash based on Alice’s SIP AOR is used as
the object key. When the object is stored on the P2PSIP network, Alice is ready to
receive calls from other users of the P2PSIP network. Like in SIP, a caller has to
know the SIP AOR of a callee.
Sometime after Alice has stored her object onto the network, Bob wants to call to
Alice. First, Bob inputs Alice’s SIP AOR to his P2PSIP UA. Then, his P2PSIP
UA hashes the given SIP AOR, uses the result of the hash as the object key, and
fetches the object from the P2PSIP network. After that, Bob’s P2PSIP UA reads
Alice’s peer ID from the fetched object. When Bob’s P2PSIP UA knows Alice’s peer
ID, it can send session establishment packets to her P2PSIP UA. Once the session
establishment messages have been exchanged between Bob’s and Alice’s P2PSIP
UAs, the actual media can start flowing between their UAs.
Unlike the first proposed P2PSIP architectures (see Section 2.3), the currently speci-
fied version of the P2PSIP network does not use SIP for DHT maintenance. Instead,
a separate protocol, Resource Location and Discovery (RELOAD) [65], is used for
DHT maintenance (e.g., for handling the situations where peers are joining and
leaving) and for storing, fetching, and removing objects from the P2PSIP network.
SIP is used only for handling sessions, and SIP messages are exchanged directly (i.e.,
not in a hop-by-hop fashion) between session endpoints.
RELOAD is currently being standardized at the IETF, and it is a product of a
merger where three peer protocol proposals, Distributed Session Initiation Proto-
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col (dSIP), Address Settlement by Peer-to-Peer (ASP), and Peer-to-Peer Protocol
(P2PP), were incorporated. Now, the three merged peer protocol proposals are doc-
umented only in currently expired Internet-Drafts. However, P2PP is an exception
and it still lives, for example, as part of an implementation that has been quite
recently demonstrated by Baset et al. [12], and as part of the P2PSIP prototype by
Ma¨enpa¨a¨ and Camarillo [92].
In many respects, RELOAD is the heart of a P2PSIP network. It defines, for ex-
ample, a majority of protocol messages, elements, and operations needed for a func-
tioning P2PSIP system. In concrete terms, RELOAD is a binary-encoded signaling
protocol for P2P networks. The protocol messages of RELOAD are transported on
top of secure transport protocols. The RELOAD protocol in itself is quite generic.
It can also be used with other P2P applications, other than just with communication
applications that use a SIP-based session establishment.
Like the early proposed architecture by Singh and Schulzrinne (see Section 2.3),
RELOAD also defines two different types of nodes: peers and clients. Peers partici-
pate in a P2P network (by implementing and running a DHT algorithm), and clients
just connect to peers and utilize the services they provide. A specific Chord-based
algorithm has been chosen as the P2P algorithm that each RELOAD-compliant peer
must implement. RELOAD is a relatively wide-ranging specification, and it defines,
among other things, a protocol used between peers, a protocol used between peers
and clients, a NAT traversal mechanism based on ICE [122], and a versatile security
framework which allows the use of certificates.
P2PSIP network
Peer
P2PSIP
UA
Client
P2PSIP
UA
Configuration
server
Enrollment
server
Bootstrap node
(Peer)
DNS
Figure 2.1: P2PSIP network
Despite the decentralized nature of P2PSIP, there are still some centralized elements
in the P2PSIP network which are depicted in Figure 2.1. However, unlike in SIP,
these elements are not used for session establishment, and they have to handle con-
siderably less network traffic than SIP servers do. There are two centralized servers,
a configuration server and an enrollment server, and a special class of P2PSIP peers,
called bootstrap nodes.
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The purpose of the configuration server is to provide configuration information for
peers that are joining a P2PSIP network. The configuration information contains,
among other things, the name of the P2P algorithm used in the P2PSIP network
and its parameters, and an initial TTL value for RELOAD messages. Joining peers
find the configuration server of their domain by issuing a lookup to the DNS. The
communication between joining peers and the configuration server utilizes Hyper-
text Transfer Protocol Secure (HTTPS), and the communication is defined by the
RELOAD specification. In addition to the configuration information, a configura-
tion server also provides a set of bootstrap node addresses, and it may provide the
address of the enrollment server.
Joining peers contact the enrollment server after they have contacted the configura-
tion server. The enrollment server is not needed in deployments which allow peers
to have self-signed certificates. The purpose of the enrollment server is to distribute
certificates to joining peers and to assign peer IDs to them. The enrollment server
may require a username and a password from a joining user. The communication
between joining peers and the enrollment server utilizes HTTPS.
Bootstrap nodes can be ordinary peers, but they have to have a public IP address.
When a peer joins the P2PSIP network for the first time, it has to get the IP ad-
dresses of the bootstrap nodes from a configuration server, but once it has joined the
P2PSIP network, it can cache the IP addresses of some peers for later bootstrapping
use.
P2PSIP is not the only technology used for enabling decentralized interpersonal
communication. Skype [13, 56, 74, 125, 149], for example, is a commercial interper-
sonal communication system with a decentralized architecture. Another example is
a telecom services architecture presented by Venkitaraman and Lillie [143]. That
architecture is SIP-based, like P2PSIP, but it is focused only on small deployments
with a modest number of devices (e.g., to home environments), whereas the goal of
P2PSIP is to accommodate broader deployment scenarios as well.
There still exist open questions and challenges for P2PSIP networks, and for systems
that are using DHTs for public communication. A set of these challenges, such as
the resiliency to Denial-of-Service (DoS) attacks, have been documented by Bryan
et al. [24]. At the time of writing this thesis, the practical near-future challenges
are being worked out by the standardization community at the IETF, and the more
distant-future challenges are being worked out by the research community. A few
examples of the current research efforts are presented in the next section.
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2.3.2 Recent Research
The first publication proposing a P2PSIP architecture was published in September
2004 by Singh and Schulzrinne [133]. Since then, an ample number of P2PSIP-
related publications have been written. Given the sheer number of publications,
it would be infeasible to present an inclusive presentation of all P2PSIP-related
research, so the purpose of this section is to present a selected set of research ef-
forts that have been published in the last couple of years. The presented P2PSIP-
related research touches upon the following topics: security issues, mobile environ-
ments, business related issues, performance issues, geographical proximity, hierar-
chical DHTs, and P2PSIP-based applications.
Security issues, and secure P2PSIP network architectures, have been studied and
proposed by many research teams. For example, a survey of security issues and
existing solutions has been done by Chopra et al. [34]. Another study by Seedorf
et al. [129] has investigated how P2PSIP networks behave during a DoS attack that
is directed towards a DHT-routing layer. Zheng and Oleshchuk [155] have studied
P2PSIP security issues and proposed a proxy-based architecture that secures session
initiation in a P2PSIP network. Bryan et al. [23] have proposed a secure P2PSIP
architecture that is focused especially on NAT traversal and DoS attack prevention.
Koskela [78] has presented a P2PSIP system, based on the Host Identity Protocol
(HIP) [107] that is focused on distributed security mechanisms.
Mobile environments are challenging for P2P applications because mobile devices
are, for example, often battery-powered, and they have a relatively low network
bandwidth. Due to these challenges, the feasibility of P2PSIP for mobile environ-
ments has been studied, and mobile-friendly architectures have been proposed. Ou
et al. [110], for example, have conducted a feasibility evaluation of a Kademlia-based
P2PSIP network in mobile environments. The feasibility evaluation contained CPU
load, network load, and battery consumption measurements. Another feasibility
study has been done by Kassinen et al. [70], where the power consumption of mo-
bile devices have been measured. In that study, the mobile devices acted as peers
in a P2PSIP network. Matuszewski and Kokkonen [100] have proposed an architec-
ture that enables P2PSIP communication using mobile phones. Mobile phones act
as clients in that architecture. A related architecture has been implemented and
demonstrated by Kokkonen et al. [77].
Business related issues are important for any new technology, since it is hard to mo-
tivate the adoption of any new technology without monetary benefits. The monetary
benefits can be either reductions in costs or new possibilities for revenue generation.
The natural benefit of the P2PSIP technology is that it requires less centralized
servers than SIP networks do, and therefore the operating costs related to central-
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ized servers are lower. A business-minded technology evolution analysis of com-
munication technologies has been put forward by Heikkinen and Luukkainen [60],
where P2PSIP has been one of the analyzed technologies. Another business-minded
study focusing on business models and making on analysis of costs is presented by
Buford et al. [25].
Performance issues have been the topic of multiple recent research efforts. Either the
efforts have focused on evaluating the performance of a specific P2PSIP network, or
they have proposed a performance enhancing design. In most cases, the performance
evaluations have focused on call setup delay. Perhaps one reason why call setup delay
has been in focus is that ITU’s Telecommunication Standardization Sector (ITU-T)
has given recommendations for the delay in circuit-switched telephone networks.
The Recommendation E.721 [61] states that the average call setup delay should be
no more that 3 seconds for local calls, and 8 seconds for international calls.
An example performance evaluation has been conducted by Javornik et at. [63]
which is mainly focused on measuring the call setup delay of a P2PSIP network
running in a small business-like environment. Another call setup delay analysis us-
ing a Chord-based P2PSIP system has presented by Zhang et al. [151]. It analyzes
both a single overlay case and a case with hierarchical overlays. Meyer and Port-
mann [102] have performed a performance evaluation of a Bamboo-based P2PSIP
network. That evaluation concentrated on measuring and analyzing the call setup
delay in an Internet setting. Ma¨enpa¨a¨ and Camarillo [91] have studied the amount of
maintenance traffic and lookup delay in a Chord-based P2PSIP network on the In-
ternet when the amount of churn varied. Zheng and Oleshchuk [154] have presented
a design proposal that improved, among other things, the performance and the call
setup delay, of a Chord-based P2PSIP system. The performance improvement was
achieved by introducing bi-directional lookup in Chord, semi-recursive routing, and
cached entry records.
Geographical proximity information, and especially the possibility of being able to
use this information in a P2PSIP network provides opportunities for lowering lookup
delays, and therefore also the call setup delays. At least two recent research efforts
have proposed P2PSIP architectures that take the geographical proximity informa-
tion into consideration: Locality-aware and Partition-space DHT (LPDHT) [103],
and an approach by Li et al. [86]. Both approaches embed geographical information
into peer IDs and object IDs. A significant difference in the approaches is that
LPDHT uses multiple DHT overlays and the approach by Li et al. uses only one
DHT overlay.
Hierarchical DHT architectures can be used within the context of P2PSIP. One no-
table difference between the proposed architectures is the way how they categorize
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peers: some approaches use a fine-grained classification of peers, some use super-
peers and ordinary peers, and in some approaches all the peers belong to the same
category. It is not a very novel idea to apply hierarchical architectures to P2PSIP.
Already in 2007 there was an architecture proposal for a hierarchical P2PSIP system
by Le and Kuo [82]. That system took the heterogeneity of the nodes into account,
and in a way, used fine-grained classification of peers. A more recent architecture
that applies hierarchical DHTs to P2PSIP has been proposed by Martinez-Yelmo et
al. [97–99]. Their approach uses superpeers and ordinary peers. General Truncated
Pyramid P2PSIP (GTPP) [111] is a another recent architecture proposal where
hierarchical DHTs are applied to P2PSIP, and where all the peers belong to the
same category but the location of a peer can vary in the hierarchy according to the
capabilities of the peer.
There can be different P2PSIP-based applications that operate in the P2PSIP net-
work. For example, Video Conference Network Foundation (VCNF) [44] is a video
conferencing system that has been designed for P2PSIP networks right from the
beginning. VCNF is especially focused on scalability and security aspects. Wang
et al. [147] have presented another P2PSIP-based conferencing system which is es-
pecially focused on robust reliability mechanisms. Klauck and Kirsche [75] have
integrated an existing group collaboration application to a P2PSIP network. The
result of the integration work is a pure P2P application that supports, for example,
video conferencing and whiteboard sharing.
2.4 Decentralization of Applications and Services
Even though there are well-working applications and services that use a centralized
approach, there is a natural incentive to attempt decentralization of these applica-
tions and services. The natural incentive is that decentralized applications reduce
the dependency on centralized servers, and therefore reduce the costs related to
these servers. The decentralization of applications and services is typically done by
using some P2P network technology, such as DHT algorithms. In this section, the
term application refers to the piece of software users are running in their physical
peers, and the term service refers to the service users are experiencing when using
an application. For example, users can be running a P2PSIP UA application in their
physical peer, and the service they are experiencing is the ability to communicate
with other users.
Three different approaches for decentralizing applications and services is presented
in this section. In the first approach, existing applications, referred to as legacy ap-
plications from here on, are decentralized in such a manner that the applications do
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not need to be modified. In the second approach, novel decentralized applications
are providing the same, or similar, service as the legacy applications were providing.
In the third approach, entirely novel applications utilizing a decentralized architec-
ture are providing new types of services. The main focus is on the first approach,
because it is the most relevant to the topics of this thesis, and especially relevant
to the author’s Publication IV which proposes a generic decentralization framework
for legacy applications.
Unmodified legacy applications can typically utilize P2P networks by using some
type of custom-made adaptor software. Typically, the adaptor software exchanges
packets with legacy applications and acts as a peer in a P2P network. For example,
a P2PSIP architecture proposal by Singh and Schulzrinne [134] uses existing SIP
applications with a specific adaptor. The adaptor is called Sippeer, and it can be
running in the same physical node as the existing SIP UA. Sippeer acts as a SIP
outbound proxy towards the SIP UA and as a peer towards the P2PSIP network. A
SIP outbound proxy means a SIP proxy (see Section 2.3) that is in the same domain
as the caller, and forwards the SIP requests sent by the caller towards the callee.
Another example is a decentralized email service supporting legacy email appli-
cations, ePOST [104, 105]. Like in the previously described P2PSIP architecture,
ePOST also has a custom-made local proxy that supports Simple Mail Transfer Pro-
tocol (SMTP) [76], Internet Message Access Protocol (IMAP) [37], and Post Office
Protocol version 3 (POP3) [108] client-server protocols. The local proxy of ePOST
uses the client-server protocols towards the legacy applications, and acts as a peer
in a Pastry-based P2P network.
There is also a number of DNS replacement proposals, such as Cooperative Domain
Name System (CoDoNS) [114], DDNS [36], Web-over-SFR [146], and P2PNS [14].
Some of these proposals provide an exact replacement for the DNS and some of
them extend or modify the behavior of the legacy DNS in some way. Common to
all of these approaches is, however, that their design makes it possible to use them
together with legacy applications.
All the so far presented example applications have been using P2P networks mainly
as a means for providing the rendezvous that was earlier provided by the centralized
servers. The rendezvous is based on different things for different applications. In
P2PSIP, the rendezvous (i.e., finding the callee) is based on SIP URIs, in email it is
based on the email addresses, and in DNS it is based on hostnames. In other words,
keys for P2P operations, or the material where keys are derived from (typically by
hashing), varies between the applications. In a way, the rendezvous takes place
between two users in the case of P2PSIP and email, and between two computers in
case of DNS.
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Until now, only approaches that accommodate legacy applications have been in-
troduced. In the following, two examples of novel decentralized applications that
provide the same, or similar, service as their legacy counterparts are presented. The
first example is Skype [13, 56, 74, 125, 149]. Skype is a decentralized interpersonal
communication system that provides roughly the same service as the centralized
VoIP applications have been and are providing. Thus, even though the application
changes, the service stays almost the same. The second example is PAST [43, 127].
PAST is a decentralized file storage application that uses a Pastry-based P2P net-
work. Prior to PAST, users had been using centralized network file servers for
storing their files, and then PAST started providing a similar service by using a
decentralized architecture.
There also are some entirely novel applications that utilize the opportunities pro-
vided by the decentralized architectures. An example of an entirely novel application
is Berkeley Open Infrastructure for Network Computing (BOINC) [7]. BOINC is
an application that allows scientists to harness the computing power of the physical
peers of volunteers. The scientist can create projects for BOINC, and then BOINC
takes care of distributing the computing load among the physical peers of the vol-
unteers. One of the relatively well-know BOINC projects is SETI@home [8], which
uses the computing power for analyzing recorded radio signals from outer space.
BOINC differs from the other presented examples in this section in the sense that
there was, and is, no centralized counterpart for this application.
2.5 IP Multimedia Subsystem
There are various different technical solutions for providing interpersonal communi-
cation. One of those technical solutions is a network called the IMS. The IMS [4,29,
113] does not just provide a means for interpersonal communication, but it provides
something more as well. For example, the IMS enables fixed-mobile convergence,
and the services it hosts can be accessed from different networks which can be either
fixed or mobile. From another angle, the IMS can be seen as a platform for creating
and deploying multimedia services. The multimedia services in the IMS can, for
example, utilize the provided Quality of Service (QoS) and charging facilities.
The IMS is standardized at the 3GPP. This section focuses on describing two as-
pects of the IMS: a selected set of core functions, and the existing interworking
mechanisms. The IMS is a collection of a relatively large number of functions, but
the set of functions described in the following are selected so that only the functions
that are important for understanding the contributions of this thesis are included.
The existing interworking mechanisms mean the specified ways in which the IMS
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users can reach the users of other communication networks. It is noteworthy that
the existing interworking mechanisms are related to author’s Publication III which
specifies a novel interconnection architecture between P2PSIP and IMS networks.
The presented set of the IMS functions contains: Application Server (AS), Home
Subscriber Server (HSS), and Call/Session Control Functions (CSCFs). The AS is a
platform where the logic of the services provided by the IMS network are being run.
The HSS is a database that maintains information about the subscribers of the IMS
network. User profiles are being stored at the HSS for each user of the IMS network,
and Initial Filter Criteria (iFC) [3] is being stored as part of each user profile. iFC
contains information about the services the users have subscribed to, and it provides
means for directing the SIP messages from the users to the right AS. There are three
different types of CSCFs: Proxy-CSCF (P-CSCF), Interrogating-CSCF (I-CSCF),
and Serving-CSCF (S-CSCF). The P-CSCF is the first line of contact from the
access network and it acts as a SIP outbound proxy for the IMS terminals. The
I-CSCF is at the boundary of the IMS network and it can be used, for example,
for interconnecting two IMS networks. The S-CSCF resides inside the IMS network
and it is used for controlling the multimedia sessions. The HSS and the S-CSCF
have a common interface and the S-CSCF reads user profiles from the HSS when
sessions are being established.
The functions of IMS are linked together with standardized interfaces. The protocols
used in the interfaces are often standardized at the IETF. It is important to note
that the users of IMS, as the users of SIP and P2PSIP networks, are addressed by
using SIP URIs.
In the following, two types of standardized interworking mechanisms of IMS are pre-
sented: interworking with legacy Circuit Switched (CS) networks, and interworking
with SIP-based IP networks. In addition, a few research efforts that outline issues
and difficulties in interworking architectures are presented.
The interworking between legacy CS networks and IMS, specified in 3GPP TS
29.163 [2], and the interworking between SIP-based IP networks and IMS, specified
in 3GPP TS 29.162 [1], have some common properties. Both of them are interwork-
ing solutions that support signaling and media, bi-directional session establishment,
and use a decomposed gateway. The bi-directional session establishment means,
within this context, simply that the sessions can be established in both directions
(e.g., from the IMS to the CS network and the other way around). The decom-
posed gateways have, in both interworking solutions, separate elements for handling
signaling and media.
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In addition to common properties, the unique feature of interworking between CS
networks and the IMS is that it handles the adaptation between two completely
different transports, namely the IP-based transports and the CS transport. The
unique features of the interworking between SIP networks and the IMS includes
the conversion between SIP profiles (the standard SIP and the 3GPP SIP profile),
topology hiding, and IPv4/IPv6 translation.
The difficulties of the IMS interworking have been investigated by Johnson and Nel-
son [66], and by Marocco et al. [96]. Johnson and Nelson have studied a setting
where non-IMS capable SIP devices are connected to the IMS network by using a
gateway which resides between the P-CSCF and a user’s terminal. The study fo-
cused, for example, on SIP profile adaptation and authentication. Marocco et al.
have studied interworking between P2PSIP and IMS networks. The study has iden-
tified, for example, the following issues: IPv4/IPv6 interoperability, NAT traversal
in the IMS handsets, and problems in conventional peering agreements.
2.6 Summary
In order for a reader to understand the contributions of this thesis, a certain amount
of background information is required. The goal of this chapter has been to present
the required background information. First, P2P networks were presented and dif-
ferences between unstructured and structured P2P networks were discussed. Then,
one type of structured P2P network, a network based on DHT algorithms, was de-
scribed. Special focus was given on the presentation of load balancing, search, and
network size estimation algorithms within the context of DHT-based P2P networks.
After that, P2PSIP, a technology utilizing DHTs, was introduced both from the
standardization and from research viewpoints. That was followed by the presenta-
tion of different decentralization approaches for applications and services. Last, the
IMS network and its interworking mechanisms were presented. In the next chapter,
the contributions of this thesis are being summarized.
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3 Decentralizing Interpersonal Communication
The technologies that enable decentralized interpersonal communication in IP net-
works are in the focal point of this thesis. In recent years, there has been a lot of
research and standardization efforts in this field. However, decentralized interper-
sonal communication is still a relatively young field of research and there is plenty of
room for improvements and enhancements. The contributions of this thesis, which
are summarized in this chapter, are a set of improvements and enhancements to the
decentralized interpersonal communication.
Each section in this chapter corresponds to one of the author’s publications. Sec-
tion 3.1 introduces Publication I, section 3.2 introduces Publication II, and so forth.
Even though each publication is presented in its own section, the common theme
for all the author’s publications is the decentralized interpersonal communication,
and especially the P2PSIP technology. Despite the fact that all the author’s pub-
lications relate to decentralized interpersonal communication, some of the author’s
contributions are generic by nature, and therefore also applicable to P2P networks
not used for interpersonal communication.
The rest of this chapter is organized as follows. First, Section 3.1 presents an eval-
uation of DHTs from the viewpoint of decentralized interpersonal communication.
Section 3.2 discusses the challenges P2PSIP is going to encounter in mobile environ-
ments. Both of the aforementioned sections present the results of analytical research
work which provides the basis for the non-analytical research work presented in the
subsequent sections. Section 3.3 contains a description of a novel interconnection
architecture between P2PSIP and IMS networks. Section 3.4 presents a framework
which enables the decentralization of legacy applications. It is noteworthy that the
framework uses largely the same technologies as P2PSIP does (e.g., the same pro-
tocol). Section 3.5 introduces a novel load balancing algorithm for structured P2P
networks (e.g., for a P2PSIP network). Finally, Section 3.6 presents a feasibility
study of an arbitrary search in structured P2P networks. Even though the main
goal of this chapter is to summarize the contributions of this thesis, some attention
is given to presenting the directions for future work.
3.1 DHT Algorithm Evaluation
There exists a relative large set of DHT algorithms which differ significantly from
one another. The researchers, designers, and implementers who are creating new
DHT-based decentralized applications are facing challenges on how to select the
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most appropriate DHT algorithm for their application. To alleviate these challenges,
there are a fair number of studies that have evaluated DHT algorithms. A selected
set of those evaluations is presented in Section 2.2. However, none of the existing
DHT evaluations have focused, to the best of knowledge, on evaluating DHTs from
the viewpoint of decentralized interpersonal communication.
Publication I, which is summarized in this section, attempts to fill that gap, and it
presents the first DHT algorithm evaluation that is conducted from the viewpoint of
interpersonal communication. The goal of Publication I is to make the selection of
DHTs easier for those researchers, designers, and implementers who are creating new
decentralized applications for interpersonal communication. If the most appropriate
DHT is selected before the implementation work starts, fruitless implementation
work can be avoided. This is important, because building a robust implementation
of a DHT algorithm is not a modest task. The implementation work is especially
demanding in challenged development environments (e.g., on some mobile devices).
The evaluation contains a selected set of DHT algorithms. The selected DHTs are
Chord, CAN, Pastry, Bamboo, Tapestry, and Kademlia. The presented evaluation is
based on the identified desired features of DHT algorithms. The desired features of
DHTs mean, within this context, the features that are favorable from the viewpoint
of interpersonal communication. Thus, before the actual evaluation was conducted,
the desired features of DHTs were identified.
The identification of desired features was based on the careful examination of the
requirements imposed on P2PSIP technology, and on existing communication appli-
cations. The imposed requirements are the following: suitability for mobile devices,
low call setup delay, absence of stale data on the network, robust operation, suitabil-
ity for varying environments, support for oﬄine messaging and presence service, and
suitability for standardization. Then, these imposed requirements were converted
to the desired features of DHT algorithms.
As a result of the conversion, the following desired features were concluded: favorable
features of the lookup mechanism, proximity support, graceful departure, efficient
replication, low complexity, low bandwidth consumption, high configurability, ex-
tendability, and support for notifications. Many of the identified desired features
are self-explanatory, but two of them beg for elaboration. Favorable features of the
lookup mechanism means support for different lookup methods (see Section 2.2)
and support for parallel lookups. The support for different lookup methods is im-
portant, because they can be used for adapting a DHT to varying environments.
For example, recursive lookups enable relatively easy NAT traversal, semi-recursive
lookups provide bandwidth savings, and iterative lookups are DoS attack resistant.
Parallel lookups mean the ability to send multiple lookups efficiently at the same
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time. Support for notifications means a similar mechanism for the DHT algorithm
as the SIP-specific event notification framework, specified in RFC 3265 [121], pro-
vides for the SIP. That kind of support for notifications could be used, for example,
for providing efficient oﬄine messaging and presence services.
The evaluation is analytical, because the goal of the evaluation is to be able to
avoid unnecessary implementation work. The actual evaluation is focused on how
well each evaluated DHT fulfills each desired feature. The results are shown in table
form in Publication I (data not copied into this thesis). The evaluation does not
declare a winner. If there would be a winner, it would be a kind of one-size-fits-
all DHT algorithm. However, the choice of DHT depends a lot on the deployment
environment and on the designed feature set of a given decentralized communication
application.
Only a relatively small set of DHT algorithms is covered in the evaluation, and
it could be extended to cover more DHT algorithms in the future. The new DHT
algorithms could be evaluated against the same set of identified desired features. It is
important to note that this evaluation has been preliminary work for the simulation
and prototyping based research work presented in the author’s Publications III-VI.
3.2 Technical Challenges of P2PSIP
The challenges client-server applications are facing are rather well known due to
their relatively long history. However, P2P applications, such as P2PSIP applica-
tions, do not have the experience-based accumulated information about the chal-
lenges, because they are still a relatively novel breed of applications. Due to the
relative novelty, P2P applications do not have a large number of long-term real-life
deployments. Even though there are not a lot of long-term real-life deployments,
one can make analytical research work and attempt to identify the challenges the
P2P applications are going to encounter.
The challenge space is almost unlimited, due to the fact that different P2P appli-
cations are going to face different challenges, and different environments are going
to impose varying challenges on P2P applications. To make the scope manageable,
Publication II, which is summarized in this section, has focused on a specific P2P
application, P2PSIP, and on a specific environment, mobile networks. The goal of
Publication II is to present a coherent introduction to the challenges and problems
mobile environments impose on the P2PSIP. In addition, some existing solution
components for the introduced challenges are briefly presented as well. As far as
the author of this thesis is aware, Publication II is the first study that has given
56
a coherent presentation of the challenges P2PSIP is going to encounter in mobile
environments.
When the P2PSIP technology was analytically studied in the context of mobile net-
works, challenges in the following areas were identified: performance and overhead,
network barriers, interoperability with existing systems, security, incentives, mo-
bility, and special requirements of mobile environments. The overhead means, in
this context, the amount of state information in peers and the amount of overlay
maintenance traffic. The aforementioned challenges are elaborated in the following.
Challenges in performance and overhead culminate to the fact that there is an
inherent tradeoff between the two. If a better performance is desired, then more
links between peers need to be maintained and the overhead increases. The same
kind of tradeoff also applies to the load balance and overhead. If a better load
balance is desired, then the overhead increases when the virtual servers concept is
used. In other words, the challenge is to find a right balance for these tradeoffs.
Network barriers, such as NATs and FWs, cause challenges such as non-transitive
connectivity and increased overhead. The overhead is induced mainly by the need
to refresh NAT bindings periodically.
Interoperability with existing systems is crucial, because the users of P2PSIP appli-
cations naturally want to be able to reach, and be reached, by users of other types
of communication applications and networks. The main challenge in interworking is
how to unite the centralized nature of many other communication networks with the
decentralized nature of the P2PSIP network. There also are challenges related to
the load balancing in gateway nodes and in the ability to charge for inter-technology
multimedia sessions.
Security challenges are very different in P2P applications from that of applications
using the client-server paradigm. For example, a specific challenge in P2PSIP net-
works is the ID mapping attacks which are described by Cerri et al. [31]. An ID
mapping attack can occur in a situation where a peer can freely select its own peer
ID. By selecting its own peer ID, a malicious peer can gain some control over a
selected part of the namespace in the P2P network.
Challenges related to incentives are especially difficult for standardized P2P appli-
cations, such as P2PSIP. The main challenge is how to motivate users to allow their
devices to be used as peers and as media relays, rather than just using their devices
as clients (terms explained in Section 2.3.1).
57
Mobility related challenges mean situations where the IP address of an endpoint
changes. This can happen, for example, in a case where a mobile phone switches
from a cellular connection to a Wireless Local Area Network (WLAN) connection.
The special requirements of mobile environments are due to the transient nature of
device usage, and typical limitation of mobile devices, such as limited bandwidth,
memory, and battery capacity. Perhaps the single most important challenge in
mobile networks is the power consumption. The challenges of mobile networks are
especially difficult for architectures where mobile terminals act as peers and not as
clients.
There are also some existing solution components for some of the above-presented
challenges. Perhaps the most important existing solution components are: DHT
load balancing algorithms (see Section 2.2.1), hierarchical DHTs (see Section 2.1),
HIP [107], and ICE [122] together with related NAT-traversal protocols. DHT load
balancing algorithms and hierarchical DHTs address the performance challenges,
HIP addresses the mobility challenges, and ICE addresses the challenges associated
with network barriers.
The solving of the introduced challenges is essential in order to create robust P2PSIP
applications for mobile networks. Hopefully Publication II enables the researchers,
designers, and implementers of the P2PSIP applications to direct their attention
to the right direction. Publication II has been preliminary work for the later work
of the author of this thesis. It has influenced, for example, the design of the load
balancing algorithm presented in Publication V.
3.3 Interconnecting P2PSIP and IMS
Today people have the ability to interact with one another using various different
technical methods. These methods include, for example, ordinary landline phones,
mobile phones, various VoIP applications, and IMS terminals. The VoIP applica-
tions mean applications such as Skype and SIP UAs. People would naturally want
to reach, and be reached by, people who are using different technical communica-
tion methods than themselves. Unfortunately, the inter-technology communication
is quite often impossible among different communication technologies.
In order to alleviate interconnection problems, Publication III, which is summarized
in this section, proposes an interconnection architecture between P2PSIP and IMS
networks. Even though there are some existing interconnection mechanisms in IMS
(see Section 2.5), the proposed architecture is, to the best of knowledge, the first
implemented interconnection mechanism between P2PSIP and IMS networks in the
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world. The interconnection architecture utilizes the fact that both P2PSIP and IMS
networks address users with SIP URIs. The single most important component in
the proposed architecture is a gateway that acts as a P2PSIP peer towards to the
P2PSIP network, and as an AS towards the IMS network.
Because the standardization status of the IMS network is more mature than the
standardization status of the P2PSIP network, the interconnection is made in a
manner that the standardized functions of the IMS network are not modified at all.
Two notable features of the interconnection architecture are the fact that it does not
use DNS for interconnection purposes, and that it allows the use of multiple gateways
for failure tolerance and load balancing purposes. The proposed architecture can
be used in cases where multiple P2PSIP networks are connected to a single IMS
network, a single P2PSIP network is connected to multiple IMS networks, and where
multiple P2PSIP networks are connected to multiple IMS networks.
A more detailed depiction of the interconnection architecture is presented in Fig-
ure 3.1. The figure presents the most important components of the architecture:
gateway AS, P2PSIP UA, HSS, and IMS UA. Even though not shown in the figure,
other components, such as S-CSCF and P-CSCF, also participate in the session es-
tablishment, but they operate just as they would operate in an IMS-to-IMS session
establishment.
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Figure 3.1: Components of the interconnection architecture
When the gateway AS boots, it registers itself to the P2PSIP network. The regis-
tration is done just with the host name (cf. P2PSIP UAs register with the whole
SIP URIs). In other words, the gateway AS stores an object containing the binding
between its IP address and the domain name of the IMS network at the P2PSIP
network. The stored object can contain multiple IP addresses. When the gateway
AS has performed the registration, it can start the actual gatewaying. While gate-
waying, the gateway AS finds the callees from the P2PSIP network, facilitates the
sending of SIP messages between the interconnected networks, and performs SIP
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profile conversion. The details of session establishment between P2PSIP and IMS
networks are presented in Publication III.
P2PSIP UAs implement a novel URI handling mechanism. The novel URI handling
mechanism makes it possible to detect and make a separation between two types
of session establishments: a session establishment to the P2PSIP network, and a
session establishment to the IMS network. When a session establishment is targeted
at the P2PSIP network, the object request is sent to the peer responsible for the
hash taken from the whole SIP URI (e.g., ”sip:alice@example.com”), and when a
session establishment is targeted at the IMS network, the object request is sent to
the peer responsible for the hash taken only from the host part of the SIP URI (e.g.,
”ims-operator.com”).
The HSS and IMS UAs are not changed in any way, but those IMS users who intend
to use the interconnection architecture have to have an appropriate iFC written
to their user profiles in the HSS. The actual method on how the iFC is written
to the HSS is outside the scope of Publication III. The appropriate iFC directs
the outbound session establishments towards P2PSIP network to the gateway AS.
It is noteworthy that an iFC can contain multiple gateway AS addresses, so that
one P2PSIP network can be connected using multiple ASs (e.g., for load balancing
purposes) or multiple P2PSIP networks can be connected using just a single AS.
There is a proof-of-concept prototype of the proposed architecture. Open IMS
Core [47, 144], which is an open source implementation of the core components
of the IMS network, was used as an IMS network in the prototype. The prototype
validated that the proposed architecture is implementable in practice.
In the future, the interconnection architecture could be extended, for example, so
that it would enable charging. The charging is especially problematic for the ses-
sions that are coming from the P2PSIP network to the IMS network. They are
problematic, because it might be that P2PSIP users are not reliably authenticated,
and therefore it is hard to form a sufficient basis for charging.
3.4 Decentralizing Legacy Applications
Even though the users of Internet are using decentralized P2P applications more
and more, there are still many centralized client-server applications in use today.
The centralized client-server applications are referred to as legacy applications in
this section. Perhaps the main disadvantage of legacy applications is that they
use centralized infrastructure, and there are costs associated with acquiring and
maintaining that infrastructure. Therefore, there is a natural incentive to reduce
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the amount of centralized infrastructure, for example, by decentralizing the legacy
applications.
The goal of Publication IV, which is summarized in this section, is to enable the
decentralization of legacy applications. It is important to note that Publication IV
is an extended version of the earlier publication by the same authors, Hautakorpi et
al. [59]. The decentralization is achieved by introducing a generic decentralization
framework.
The generic decentralization framework was constructed so that it would fulfill three
design goals. First, the framework should be as generic as possible in order to
support multiple legacy applications. Second, legacy applications should not be
changed, so that the users of the framework could continue using their applications
as before. Third, the framework should be able to share a single DHT algorithm
instance among all decentralized applications. Running multiple DHT instances
simultaneously is especially problematic for battery-powered mobile devices.
There are some existing research efforts that have focused on decentralizing ap-
plications (see Section 2.4). The existing efforts have, however, been focused on
decentralizing a single legacy application at a time. The presented decentralization
framework is, as far as the author of this thesis is aware, the first generic decentral-
ization mechanism for legacy applications.
It is important to notice that the actual applications, such as Mozilla Thunderbird,
are not decentralized, but rather the servers (e.g., email servers) providing the ser-
vice are. The first applications that have been decentralized using the framework
are VoIP, email, and web applications. Even though most of the focus in Publica-
tion IV is on the three aforementioned applications, the framework itself is suitable
for decentralizing other legacy applications as well. Legacy applications that use
the centralized infrastructure mainly for rendezvous service are suitable for decen-
tralization. The rendezvous service means, in this context, a service that maps a
name to an IP address. The name can be, for example, a SIP URI, email address,
or hostname.
Legacy applications do not need a special configuration in order to be used with the
decentralization framework. For example, web browsers do not need the Hypertext
Transfer Protocol (HTTP) proxy configuration. In most cases, the configuration of
legacy applications is similar to the case where a centralized infrastructure is used.
A detailed depiction of the decentralization framework is presented in Figure 3.2.
The decentralization framework has two main components: Local Extendable P2P
Proxy (LEPP), and a DNS entity. LEPP is further divided into application specific
modules and a DHT instance.
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The application specific modules are such that each module is handling one or more
protocols. For example, the VoIP module handles SIP [124]; the email module
handles POP3 [108], IMAP [37], and SMTP [76]; and the web module handles
HTTP [45]. The key functionality of each application module is to extract the
names from the protocol messages sent by legacy applications. The details of the
operations performed by the application modules are presented in Publication IV.
The DHT instance is an entity that actually enables the decentralization. It might
be possible that the decentralization framework could also be able to use some non-
DHT algorithm for decentralization in the future.
Operating system
Local Extendable
P2P Proxy (LEPP)
DHT
Legacy
applications
Application
specific
modules
- VoIP
- Email
- Web
- Games
- ...
IP
 n
etw
o
rk
(e
.g
.
,
 Int ern
et)
A
ug
m
en ted
 D
N
S
resolv
er
D
N
S
 rel ay
Figure 3.2: The Decentralization framework
The DNS entity is either an augmented DNS resolver or a DNS relay. Only one
of these two is needed. The idea in the DNS entity is that when the Top Level
Domain (TLD) of the DNS request, sent by a legacy application, is ”p2p”, then the
address of the local host is returned to the sending application. When the TLD is
not ”p2p”, then normal DNS procedures are performed. It is noteworthy that there
is a connection between the application specific modules and the DHT instance, but
there is no connection between the DNS entity and the DHT instance.
There is a proof-of-concept prototype of the decentralization framework. The pro-
totype shows that the design goals can be met at least for the three applications
(VoIP, email, and web), and that the framework is implementable in practice.
One possible item for future work would be to enhance the robustness of the de-
centralization framework. The robustness could be enhanced by leveraging two user
trends. First, users typically have more than one device, and second, users have a
natural incentive to keep at least one instance of their communication applications
running at all times because they want to be reachable by others. Thus, there could
be a synchronization mechanism that would automatically synchronize application
data (e.g., email messages and served web content) between two or more simultane-
ously running decentralization framework instances in different devices. This kind
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of data synchronization would enhance the robustness of the system and increase
the data availability on users’ devices. Another possible future work item would be
to make a new application specific module for online games. The support for an
online game would need only one new application specific module to the LEPP, and
the rest of the decentralization architecture would not need to be changed.
3.5 Load Balancing with Advanced Finger Selection Algorithm
Good scalability is important for DHT-based P2P networks. One way to enhance
scalability is to distribute load evenly among peers in a P2P network. Load balancing
is not a new concept within the context of DHT-based P2P networks, and there are
a number of existing load balancing algorithms (see Section 2.2.1).
Publication V, which is summarized in this section, introduces a new generic load
balancing algorithm which holds a set of favorable features. The name of the intro-
duced load balancing algorithm is Advanced Finger Selection Algorithm (AFSA).
The favorable features of AFSA are the following: does not increase the amount of
state information in peers, does not increase the number of neighbors peers have,
and uses only a single arbitrary peer ID per physical peer.
The fact that AFSA does not increase the amount of state information nor the
number of neighbors is important, because it allows a load balanced P2P network
to operate with the same resources as a P2P network without load balancing. Note
that this not possible, for example, with many load balancing algorithms based on
the virtual servers concept. The ability to use only a single arbitrary peer ID per
physical peer is important especially from the security standpoint. The usage of
the arbitrary peer IDs mean that there are no restrictions on how the peer IDs are
chosen. The peer IDs are not arbitrary, for example, for load balancing algorithms
that attempt to minimize the variations between the partition sizes (the partition
term explained in Section 2.2).
When a physical peer has only one arbitrary peer ID, it can generate its peer ID,
for example, by hashing a public key that presents the identity of the peer. In a
sense, this resembles the cryptographically generated addresses in IPv6 which are
documented by Aura [9, 10]. Cryptographic peer IDs are beneficial, because they
can be leveraged to enhance the robustness of P2P networks against ID mapping
attacks (see Section 3.2).
The rest of this section uses the terms in-finger and out-finger. An out-finger means
an outgoing finger (i.e., a link) and an in-finger means an incoming finger. Lets
imagine, for example, a scenario where a peer Pb is the neighbor of a peer Pa. In
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other words, the IP address of Pb is in the overlay routing table of Pa. In this
scenario, the Pb calls the link between Pa and Pb as an in-finger, and Pa calls it as
an out-finger. In addition, the term out-finger candidate is used, and it means the
set of peers where one of them is selected as an out-finger to a peer making the
selection. AFSA allows the setting of the size of the out-finger candidate set with
the cm parameter.
One of the root causes for uneven load balance in DHT-based P2P networks is
the unevenly populated namespace. AFSA does not correct this imbalance in the
namespace, but it can achieve a relatively good load balance despite of it. The load
AFSA balances is the load related to the overlay network traffic that peers have to
handle. It does not balance the load related to storing objects, but it can be used in
conjunction with the algorithms that do. In addition to enhancing the scalability of
P2P networks with load balancing, AFSA also provides a relatively even distribution
of in-fingers among peers which is a property application designers could possibly
utilize in the future.
The load balancing in AFSA is achieved by changing the way in which DHT algo-
rithms select peers as their neighbors (i.e., as their out-fingers). The way how AFSA
selects the peers as neighbors is generic and applicable to multiple DHT-based P2P
networks. The actual goal of AFSA is to balance the number of in-fingers among
peers. As far as the author of this thesis is aware, AFSA is the first generic load
balancing algorithm that creates an even in-finger distribution on DHT-based P2P
networks.
There are two separate modes of operation in AFSA: implicit mode and explicit
mode. In the implicit mode, the selection among out-finger candidates is done
based on reverse probabilities. The probability of selecting a peer as an out-finger
is derived from the peer’s quantifiable property (f) that has a positive correlation
to the number of in-fingers. A peer with a smaller f is more likely to be selected
as an out-finger than a peer with a bigger f . The quantifiable property is, for
example, the partition size of a peer in Chord. In the explicit mode, the out-finger
candidate selection is based on explicit in-finger counts. There are two requirements
in the explicit mode. First, each peer has to keep track of the number of its in-
fingers. Second, there has to be an ability to communicate the in-finger counts
from out-finger candidates to a peer making the out-finger selection. Due to these
requirements, the implicit mode is easier to implement than the explicit mode.
AFSA has been evaluated with simulations. The simulations have been built on
top of OverSim [15] and OMNeT++ [142]. The simulated environment contained
10,000 peers, and both modes of AFSA were implemented to Chord and Bamboo.
The results of the simulations showed that AFSA balanced the load among the peers
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relatively well. Furthermore, the simulation results indicated that the explicit mode
produced better load balancing than the implicit mode, that increasing the value of
cm yielded better load balancing, and that in most cases AFSA did not considerably
influence the performance of the DHTs.
In the future, AFSA could be enhanced, for example, in a way that it would also
take the Round-Trip Times (RTTs) into consideration. The enhanced AFSA could
make an educated tradeoff between the proximity (derived from the RTTs) and load
balancing. In other words, the uniformity of the load balancing might be degraded
in some cases in order to favor the physical closeness of the peers. It is noteworthy
that AFSA is used as the load balancing algorithm of choice in Publication VI which
is summarized in the next section.
3.6 Arbitrary Search in Structured P2P Networks
Many P2P applications, such as file sharing applications and communication appli-
cations, require, or at least could benefit from, a versatile search mechanism that
enables arbitrary searches (term explained in Section 2.1). The versatile search
mechanism is needed, for example, in a scenario where a user of a P2P communi-
cation application has a flat tire somewhere near Stuttgart. In this scenario, the
user would like to reach a callee with a following arbitrary search, ”tow*, *service*,
Stuttgart, case:ignore”. However, this kind of query is typically available only on
applications that are using an unstructured P2P network, and not for applications
that are using a structured P2P network. This is problematic, because many appli-
cations, such as P2PSIP UAs, require a structured P2P network in order to function
at all.
Search algorithms are a fairly actively studied topic within the context of P2P net-
works (see Section 2.2.2). However, only a couple of studies have focused on creating
search algorithms that enable arbitrary searches in structured P2P networks. Those
few studies have proposed search algorithms that are based on search query flooding
on top of a DHT. It is important to note that those search algorithms do not use
flooding for object-storing requests, and they have been implemented only on one
DHT algorithm.
The goal of Publication VI, which is summarized in this section, is to evaluate
the feasibility of an arbitrary search in structured P2P networks. The feasibility
evaluation has focused on measuring the efficiency, incremental deployability, and
scalability of the arbitrary search. To the best of knowledge, the feasibility eval-
uation in Publication VI covers two completely new aspects. First, it has focused
on a search algorithm that does not only distribute randomly the search requests,
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but distributes randomly the object-storing requests as well. Second, the search
algorithm is evaluated by implementing it on two DHT algorithms.
Perhaps the reason why arbitrary search mechanisms are not widely deployed in
structured P2P networks is that it does not seem feasible. The feasibility of an arbi-
trary search in structured P2P networks is counterintuitive, much in the same way
as the generalized birthday problem with two mutually exclusive groups, presented
by Wendl [148], is. Even the classical birthday problem, covered for example by
Lipschutz and Schiller [87], is counterintuitive in itself.
The generalized birthday problem with two mutually exclusive groups can be applied
to an example scenario with bins and balls. There are 10,000 bins, 152 green balls,
and 152 red balls in the example scenario. When the balls are thrown randomly
into the bins, there is a 90% chance of a hit. A hit means that there is at least one
bin where there are both a green and a red ball.
This same logic can be applied to an arbitrary search in a structured P2P network.
If there are 10,000 peers, for an object-storing request that has been in 152 peers,
and a search request that has been in 152 peers, there is a 90% chance of a hit.
A hit means, within the context of search algorithms, that the searched object is
found. This holds true, according to the generalized birthday problem with two
mutually exclusive groups, as long as the requests traverse a completely random set
of peers. In practice, however, the requests do not traverse the peers completely
randomly, but rather they traverse from peer to peer in a hop-by-hop manner using
the existing links (i.e., connections between neighboring peers). The existing links
are provided by the underlying structured P2P network. Thus, one of the main
purposes of Publication VI is to find out whether the structure of the structured
P2P network decreases the hit rate when compared to the theoretical hit rate. The
theoretical hit rate can be derived from the generalized birthday problem with two
mutually exclusive groups.
The search algorithm used in the feasibility study is relatively simple. There are
three distinct features in the search algorithm: random non-expanding forwarding,
optional segmented random forwarding for search request, and per-hop destination
address re-writing. The random non-expanding forwarding means the way how
search requests and object-storing requests are forwarded (i.e., distributed) in a P2P
network. They are forwarded in a hop-by-hop manner where each intermediary peer
forwards it to one of its existing neighbors and decreases the hop count value in the
request packet by one. The non-expanding forwarding was chosen, because it is more
resistant to DoS attacks than forwarding schemes where one incoming request is
forwarded to more than one neighbor. The segmented random forwarding for search
request, which is optional, means forwarding where multiple search requests are
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sent simultaneously. The forwarding mechanism ensures that each simultaneously
sent search request traverses the network in their own segments. The details of
the segmented forwarding are presented in Publication VI. The main purpose of
the segmented forwarding is to decrease the search delay. The per-hop destination
address re-writing means that the destination peer ID in request packets is re-written
on each forwarding. After re-writing, the destination peer ID points to some distant
peer ID. This is performed in order to support incremental deployments, where the
peers without search algorithm support just simply forward a request packet towards
the destination peer ID.
In order for a peer to be able to determine the correct hop count value for search
and objects-storing requests, the number of peers in the P2P network needs to be
known. Fortunately, there are various network size estimation algorithms available,
see Section 2.2.3. When a peer has a good estimate of the size of the P2P network,
and it knows the desired hit probability (e.g., 80%), it can calculate the correct
hop count value by utilizing the generalized birthday problem with two mutually
exclusive groups.
The actual feasibility study is done with simulations. The simulations were built
on top of OverSim and OMNeT++. The above-described search algorithm was im-
plemented for load-balanced Chord and Bamboo. The load balancing was achieved
using AFSA (see Publication V). The search algorithm would also work without
load balancing, but especially the scalability of Bamboo is quite limited without it.
The simulations used up to 10,000 peers.
The goal of the simulations was to evaluate the efficiency, incremental deployabil-
ity, and scalability of the arbitrary search. The efficiency was measured from the
achieved hit rate and the search delay. Simulation results show that the hit rate
followed closely the values derived from the theory. Therefore, even though coun-
terintuitive, the structure of structured P2P networks did not decrease the hit rate.
The search delay was relatively small, especially when optional segmented forward-
ing was used. Incremental deployability was feasible, and a relatively good hit rate
was achieved, for example, when more than 50% of the peers supported the search
algorithm. The scalability of the search was good, because the simulation results
did not diverge from the theoretical values when the size of the network increased.
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4 Conclusions
The usage of P2P applications can be considered as a growing trend among the users
of the Internet. Especially various file sharing applications that are utilizing P2P
technologies have gained more and more popularity in the recent years. However,
file sharing applications are not the only class of applications that can utilize P2P
technologies. There are, for example, decentralized interpersonal communication
applications, such as Skype and P2PSIP applications, that utilize P2P technologies.
The focus of this thesis has been on technologies that can be used to enable or
enhance the decentralized interpersonal communication.
Despite the fact that there is a number of existing P2P applications, there are still
challenges that do not have viable technological solutions within the context of P2P
applications. The overall contribution of this thesis has been that some of those
challenges have been identified, and technological solutions have been proposed to
a subset of the identified challenges. All the presented contributions are related
to the P2PSIP technology. However, some of the contributions also have generic
applicability outside the scope of P2PSIP.
The presented contributions were two two-fold. Some of them constituted prelim-
inary work, and some of them were actual technological solutions based on the
preliminary work. The preliminary work contained the evaluation of DHT algo-
rithms from the viewpoint of decentralized interpersonal communication, and a co-
herent presentation of the challenges the P2PSIP technology is going to encounter
in mobile networks. The presented technological solutions were the following: an
interconnection architecture between P2PSIP and IMS networks, a generic decen-
tralization framework for legacy applications, a novel load balancing algorithm, and
an arbitrary search algorithm for structured P2P networks. Among the presented
technological solutions, all the other solutions, except the interconnection architec-
ture, are also applicable to non-P2PSIP specific P2P networks.
The interconnection architecture between the P2PSIP and IMS networks was de-
signed and implemented, because the users of P2PSIP and IMS networks would
naturally want to communicate with each other. There are two key enablers for
the interconnection: a specific gateway and a novel URI handling mechanism. The
gateway is an AS that acts as a P2PSIP peer towards the P2PSIP network and as
an AS towards the IMS network. The novel URI handling mechanism is a piece of
additional logic to P2PSIP peers which enables the peers to find the gateways to
IMS networks.
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The generic decentralization framework for legacy applications was designed and im-
plemented because there are applications, for example interpersonal communication
applications, that still use centralized client-server architectures instead of decen-
tralized architectures. The move from centralized architectures to decentralized
architectures nullifies, or at least reduces, the costs related to centralized servers.
The decentralization framework is a combination of application specific modules, a
specific local DNS entity, and a DHT implementation.
The novel load balancing algorithm was created in order enhance the scalability of
structured P2P networks and to enable load balancing without some disadvantages
of existing load balancing algorithms, such as the increase of state information in
peers. The presented load balancing algorithm changes the way how peers choose
their neighbors. One of the most important properties of the presented load bal-
ancing algorithm is that it is generic and it can be applied to, for example, multiple
DHT algorithms.
The presented arbitrary search algorithm for structured P2P networks is actually a
relatively simple algorithm in itself. The main contribution, related to the presented
search algorithm, was to show that it is feasible to enable arbitrary searches in struc-
tured P2P networks, even though it appears counterintuitive. Many applications
utilizing structured P2P networks, such as file sharing and P2PSIP applications,
can benefit from the presented search algorithm.
The set of enabling technologies presented in this thesis is not an inclusive set of
enabling technologies for decentralized interpersonal communication. However, the
presented technologies can be used to enable some new features and to enhance the
applications in P2P networks. There still remains a fair number of improvement
opportunities within the context of P2P applications. Those future improvements
contain, for example, decentralized bootstrapping, incentive models for providing
services to others, robustness enhancements, and better utilization of proximity
information.
69
References
[1] 3GPP. 2009. Interworking between the IM CN Subsystem and IP Networks.
TS 29.162 V9.3.0, 3rd Generation Partnership Project.
[2] 3GPP. 2009. Interworking between the IP Multimedia (IM) Core Network
(CN) Subsystem and Circuit Switched (CS) Networks. TS 29.163 V9.0.0, 3rd
Generation Partnership Project.
[3] 3GPP. 2009. IP Multimedia (IM) Session Handling; IM Call Model; Stage 2.
TS 23.218 V9.0.0, 3rd Generation Partnership Project.
[4] 3GPP. 2009. IP Multimedia Subsystem (IMS); Stage 2. TS 23.228 V9.2.0,
3rd Generation Partnership Project.
[5] K. Aberer. 2001. P-Grid: A Self-Organizing Access Structure for P2P In-
formation Systems. In: Proceedings of the 9th International Conference on
Cooperative Information Systems (CoopIS), pages 179–194. Springer.
[6] L. O. Alima, A. Ghodsi, and S. Haridi. 2005. A Framework for Structured
Peer-to-Peer Overlay Networks. In: Global Computing, volume 3267/2005
of Lecture Notes in Computer Science, pages 223–249. Springer. ISBN 978-
3-540-24101-0.
[7] D. P. Anderson. 2004. BOINC: A System for Public-Resource Computing
and Storage. In: Proceedings of the 5th IEEE/ACM International Workshop
on Grid Computing (GRID), pages 4–10. IEEE.
[8] D. P. Anderson, J. Cobb, E. Korpela, M. Lebofsky, and D. Werthimer. 2002.
SETI@home: An Experiment in Public-Resource Computing. Communica-
tions of the ACM 45, no. 11, pages 56–61.
[9] T. Aura. 2003. Cryptographically Generated Addresses (CGA). In: Proceed-
ings of the 6th Information Security Conference (ISC), pages 29–43. Springer.
[10] T. Aura. 2005. Cryptographically Generated Addresses (CGA). RFC 3972.
Internet Engineering Task Force.
[11] Y. Azar, A. Z. Broder, A. R. Karlin, and E. Upfal. 1994. Balanced Allocations
(Extended Abstract). In: Proceedings of the 26th Annual Symposium on
Theory of Computing (STOC), pages 593–602. ACM.
[12] S. Baset, G. Gupta, and H. Schulzrinne. 2008. OpenVoIP: An Open Peer-to-
Peer VoIP and IM System. In: Proceedings of the ACM SIGCOMM, page
517. ACM. (Demo).
70
[13] S. A. Baset and H. G. Schulzrinne. 2006. An Analysis of the Skype Peer-to-
Peer Internet Telephony Protocol. In: Proceedings of the IEEE INFOCOM,
pages 1–11. IEEE.
[14] I. Baumgart. 2008. P2PNS: A Secure Distributed Name Service for P2PSIP.
In: Proceedings of the 6th Annual IEEE International Conference on Perva-
sive Computing and Communications (PerCom), pages 480–485. IEEE.
[15] I. Baumgart, B. Heep, and S. Krause. 2007. OverSim: A Flexible Overlay
Network Simulation Framework. In: Proceedings of the 10th IEEE Global
Internet Symposium (GI), pages 79–84. IEEE.
[16] S. Bianchi, S. Serbu, P. Felber, and P. Kropf. 2006. Adaptive Load Balancing
for DHT Lookups. In: Proceedings of the 15th International Conference on
Computer Communications and Networks (ICCCN), pages 411–418. IEEE.
[17] M. Bienkowski, M. Korzeniowski, and F. Meyer auf der Heide. 2005. Dynamic
Load Balancing in Distributed Hash Tables. In: Proceedings of the 4th
International Workshop on Peer-to-Peer Systems (IPTPS), pages 217–225.
Springer.
[18] A. Biggadike, D. Ferullo, G. Wilson, and A. Perrig. 2005. NATBLASTER:
Establishing TCP Connections between Hosts Behind NATs. In: ACM
SIGCOMM Asia Workshop, pages 1–10.
[19] L. Breslau, P. Cao, L. Fan, G. Phillips, and S. Shenker. 1999. Web Caching
and Zipf-like Distributions: Evidence and Implications. In: Proceedings of
the IEEE INFOCOM, pages 126–134. IEEE.
[20] D. A. Bryan and B. B. Lowekamp. 2004. SOSIMPLE: A SIP/SIMPLE Based
P2P VoIP and IM System. Technical report, College of William & Mary.
[21] D. A. Bryan and B. B. Lowekamp. 2007. Decentralizing SIP. ACM Queue
5, no. 2, pages 34–41.
[22] D. A. Bryan, B. B. Lowekamp, and C. Jennings. 2005. SOSIMPLE: A Server-
less, Standards-Based, P2P SIP Communication System. In: Proceedings of
the 1st International Workshop on Advanced Architectures and Algorithms
for Internet Delivery and Applications (AAA-IDEA), pages 42–49. IEEE.
[23] D. A. Bryan, B. B. Lowekamp, and M. Zangrilli. 2008. The Design of a Ver-
satile, Secure P2PSIP Communications Architecture for the Public Internet.
In: Proceedings of the IEEE International Parallel & Distributed Processing
Symposium (IPDPS), pages 1–8. IEEE.
71
[24] D. A. Bryan, M. Zangrilli, and B. B. Lowekamp. 2006. Challenges of DHT
Design for a Public Communications System. Technical report WM-CS-2006-
03, College of William & Mary.
[25] J. Buford, H. Yu, and E. Lua. 2008. P2P Networking and Applications.
Morgan Kaufmann. ISBN 978-0123742148.
[26] J. Byers, J. Considine, and M. Mitzenmacher. 2003. Simple Load Balanc-
ing for Distributed Hash Tables. In: Proceedings of the 2nd International
Workshop on Peer-to-Peer Systems (IPTPS), pages 31–35. Springer.
[27] G. Camarillo. 2001. SIP Demystified. McGraw-Hill Professional. ISBN 978-
0071373401.
[28] G. Camarillo. 2009. Peer-to-Peer (P2P) Architecture: Definition, Tax-
onomies, Examples, and Applicability. RFC 5694. Internet Engineering Task
Force.
[29] G. Camarillo and M.-A. Garcia-Martin. 2005. The 3G IP Multimedia Sub-
system (IMS): Merging the Internet and the Cellular Worlds. John Wiley &
Sons. ISBN 978-0470871560.
[30] M. Castro, M. Costa, and A. Rowstron. 2004. Should We Build Gnutella on a
Structured Overlay? ACM SIGCOMM Computer Communications Review
(CCR) 34, no. 1, pages 131–136.
[31] D. Cerri, A. Ghioni, S. Paraboschi, and S. Tiraboschi. 2005. ID Mapping
Attacks in P2P Networks. In: Proceedings of the IEEE GLOBECOM, vol-
ume 3, pages 1785–1790. IEEE.
[32] Y. Chawathe, S. Ratnasamy, L. Breslau, N. Lanham, and S. Shenker. 2003.
Making Gnutella-like P2P Systems Scalable. In: Proceedings of the ACM
SIGCOMM, pages 407–418. ACM.
[33] H. Chen, H. Jin, Y. Liu, and L. M. Ni. 2009. Difficulty-Aware Hybrid Search
in Peer-to-Peer Networks. IEEE Transactions on Parallel and Distributed
Systems (TPDS) 20, no. 1, pages 71–82.
[34] D. Chopra, H. Schulzrinne, E. Marocco, and E. Ivov. 2009. Peer-to-Peer
Overlays for Real-Time Communication: Security Issues and Solutions. IEEE
Communications Surveys & Tutorials 11, no. 1, pages 4–12.
[35] B. Cohen. 2003. Incentives Build Robustness in BitTorrent. URL http:
//www.bittorrent.org/bittorrentecon.pdf. Viewed April 2010.
72
[36] R. Cox, A. Muthitacharoen, and R. T. Morris. 2002. Serving DNS Using a
Peer-to-Peer Lookup Service. In: Peer-to-Peer Systems, volume 2429/2002
of Lecture Notes in Computer Science, pages 155–165. Springer. ISBN 978-
3-540-44179-3.
[37] M. Crispin. 2003. Internet Message Access Protocol – Version 4rev1. RFC
3501. Internet Engineering Task Force.
[38] R. Cuevas, M. Uruena, and A. Banchs. 2009. Routing Fairness in Chord:
Analysis and Enhancement. In: Proceedings of the IEEE INFOCOM, pages
1449–1457. IEEE.
[39] F. Dabek, E. Brunskill, M. F. Kaashoek, D. Karger, R. Morris, I. Stoica,
and H. Balakrishnan. 2001. Building Peer-to-Peer Systems with Chord, a
Distributed Lookup Service. In: Proceedings of the 8th Workshop on Hot
Topics in Operating Systems (HotOS), pages 81–86. IEEE.
[40] F. Dabek, M. F. Kaashoek, D. Karger, R. Morris, and I. Stoica. 2001. Wide-
Area Cooperative Storage with CFS. ACM SIGOPS Operating Systems
Review (OSR) 35, no. 5, pages 202–215.
[41] F. Dabek, B. Zhao, P. Druschel, J. Kubiatowicz, and I. Stoica. 2003. Towards
a Common API for Structured Peer-to-Peer Overlays. In: Proceedings of the
2nd International Workshop on Peer-to-Peer Systems (IPTPS), pages 33–44.
Springer.
[42] A. Datta, M. Hauswirth, H. John, R. Schmidt, and K. Aberer. 2005. Range
Queries in Trie-Structured Overlays. In: Proceedings of the 5th IEEE Inter-
national Conference on Peer-to-Peer Computing (P2P), pages 57–66. IEEE.
[43] P. Druschel and A. Rowstron. 2001. PAST: A Large-Scale, Persistent Peer-
to-Peer Storage Utility. In: Proceedings of the 8th Workshop on Hot Topics
in Operating Systems (HotOS), pages 75–80. IEEE.
[44] C. Du, H. Yin, C. Lin, and Y. Hu. 2008. VCNF: A Secure Video Conferencing
System Based on P2P Technology. In: Proceedings of the 10th IEEE Inter-
national Conference on High Performance Computing and Communications
(HPCC), pages 463–469. IEEE.
[45] R. Fielding, J. Gettys, J. Mogul, H. Frystyk, L. Masinter, P. Leach, and
T. Berners-Lee. 1999. Hypertext Transfer Protocol – HTTP/1.1. RFC 2616.
Internet Engineering Task Force.
73
[46] B. Ford, P. Srisuresh, and D. Kegel. 2005. Peer-to-Peer Communication
Across Network Address Translators. In: Proceedings of the USENIX Annual
Technical Conference (ATEC), pages 179–192. USENIX.
[47] Fraunhofer FOKUS NGNI. 2010. The Open Source IMS Core Project. URL
http://www.openimscore.org. Viewed April 2010.
[48] P. Ganesan, K. Gummadi, and H. Garcia-Molina. 2003. Canon in G Ma-
jor: Designing DHTs with Hierarchical Structure. Technical report 2003-74,
Stanford InfoLab.
[49] P. Ganesan, K. Gummadi, and H. Garcia-Molina. 2004. Canon in G Major:
Designing DHTs with Hierarchical Structure. In: Proceedings of the 24th
International Conference on Distributed Computing Systems (ICDCS), pages
263–272. IEEE.
[50] J. Gao and P. Steenkiste. 2004. An Adaptive Protocol for Efficient Support of
Range Queries in DHT-Based Systems. In: Proceedings of the 12th IEEE In-
ternational Conference on Network Protocols (ICNP), pages 239–250. IEEE.
[51] L. Garce´s-Erice, E. W. Biersack, P. A. Felber, K. W. Ross, and G. Urvoy-
Keller. 2003. Hierarchical Peer-to-Peer Systems. In: Proceedings of the 9th
International Conference on Parallel and Distributed Computing (Euro-Par),
pages 1230–1239. Springer.
[52] G. Ghinita and Y. M. Teo. 2006. An Adaptive Stabilization Framework for
Distributed Hash Tables. In: Proceedings of the 20th International Parallel
and Distributed Processing Symposium (IPDPS), pages 1–10. IEEE.
[53] B. Godfrey, K. Lakshminarayanan, S. Surana, R. Karp, and I. Stoica. 2004.
Load Balancing in Dynamic Structured P2P Systems. In: Proceedings of the
IEEE INFOCOM, pages 2253–2262. IEEE.
[54] P. B. Godfrey and I. Stoica. 2005. Heterogeneity and Load Balance in Dis-
tributed Hash Tables. In: Proceedings of the IEEE INFOCOM, pages 596–
606. IEEE.
[55] S. Go¨tz, S. Rieche, and K. Wehrle. 2005. Selected DHT Algorithms. In:
Steinmetz and Wehrle [137], chapter 8, pages 95–117.
[56] S. Guha, N. Daswani, and R. Jain. 2006. An Experimental Study of the
Skype Peer-to-Peer VoIP System. In: Proceedings of the 5th International
Workshop on Peer-to-Peer Systems (IPTPS), pages 1–6.
74
[57] K. Gummadi, R. Gummadi, S. Gribble, S. Ratnasamy, S. Shenker, and I. Sto-
ica. 2003. The Impact of DHT Routing Geometry on Resilience and Prox-
imity. In: Proceedings of the ACM SIGCOMM, pages 381–394. ACM.
[58] M. Handley, V. Jacobson, and C. Perkins. 2006. SDP: Session Description
Protocol. RFC 4566. Internet Engineering Task Force.
[59] J. Hautakorpi, G. Camarillo, and D. Lo´pez. 2009. Framework for Decen-
tralizing Legacy Applications. In: Proceedings of the 9th IEEE/ACM Inter-
national Symposium on Cluster Computing and the Grid (CCGrid), pages
544–549. IEEE.
[60] M. V. J. Heikkinen and S. Luukkainen. 2008. Technology Evolution of Mobile
Peer-to-Peer Communications. In: Proceedings of the 4th Annual Interna-
tional Conference on Wireless Internet (WICON), pages 1–9. ICST.
[61] ITU-T. 1999. Network Grade of Service Parameters and Target Values for
Circuit-Switched Services in the Evolving ISDN. ITU-T Recommendation
E.721. International Telecommunication Union.
[62] ITU-T. 2006. Packet-Based Multimedia Communications Systems. ITU-T
Recommendation H.323. International Telecommunication Union.
[63] J. Javornik, M. Volk, I. Humar, and A. Kos. 2009. Empirical Performance
Evaluation of Peer-to-Peer VoIP Telephony Using SIP. In: Proceedings of
the IEEE EUROCON, pages 1838–1843. IEEE.
[64] M. Jelasity, A. Montresor, and O. Babaoglu. 2005. Gossip-Based Aggrega-
tion in Large Dynamic Networks. ACM Transactions on Computer Systems
(TOCS) 23, no. 3, pages 219–252.
[65] C. Jennings, B. Lowekamp, E. Rescorla, S. Baset, and H. Schulzrinne. 2010.
REsource LOcation And Discovery (RELOAD) Base Protocol. draft-ietf-
p2psip-base-08. Internet Engineering Task Force. (Work in progress).
[66] J. Johnson and J. Nelson. 2007. Motivation for and Design of a SIP2IMS
Gateway. In: Proceedings of the International Conference on Next Gen-
eration Mobile Applications, Services and Technologies (NGMAST), pages
136–144. IEEE.
[67] Y.-J. Joung, C.-T. Fang, and L.-W. Yang. 2005. Keyword Search in DHT-
Based Peer-to-Peer Networks. In: Proceedings of the 25th IEEE Interna-
tional Conference on Distributed Computing Systems (ICDCS), pages 339–
348. IEEE.
75
[68] M. F. Kaashoek and D. R. Karger. 2003. Koorde: A Simple Degree-Optimal
Hash Table. In: Proceedings of the 2nd International Workshop on Peer-to-
Peer Systems (IPTPS), pages 98–107. Springer.
[69] D. R. Karger and M. Ruhl. 2006. Simple Efficient Load-Balancing Algorithms
for Peer-to-Peer Systems. Springer Theory of Computing Systems 39, no. 6,
pages 787–804.
[70] O. Kassinen, Z. Ou, M. Ylianttila, and E. Harjula. 2008. Effects of Peer-to-
Peer Overlay Parameters on Mobile Battery Duration and Resource Lookup
Efficiency. In: Proceedings of the 7th International Conference on Mobile
and Ubiquitous Multimedia (MUM), pages 177–180. ACM.
[71] D. Kato and T. Kamiya. 2007. Evaluating DHT Implementations in Complex
Environments by Network Emulator. In: Proceedings of the 6th International
Workshop on Peer-to-Peer Systems (IPTPS), pages 1–6.
[72] M. Kelaskar, V. Matossian, P. Mehra, D. Paul, and M. Parashar. 2002. A
Study of Discovery Mechanisms for Peer-to-Peer Applications. In: Proceed-
ings of the 2nd IEEE/ACM International Symposium on Cluster Computing
and the Grid (CCGrid), pages 444–444. IEEE/ACM.
[73] K. Kenthapadi and G. S. Manku. 2005. Decentralized Algorithms Using
both Local and Random Probes for P2P Load Balancing. In: Proceedings of
the 17th Annual Symposium on Parallelism in Algorithms and Architectures
(SPAA), pages 135–144. ACM.
[74] W. Kho, S. A. Baset, and H. Schulzrinne. 2008. Skype Relay Calls: Measure-
ments and Experiments. In: Proceedings of the IEEE INFOCOM Workshops,
pages 1–6. IEEE.
[75] R. Klauck and M. Kirsche. 2009. Integrating P2PSIP into Collaborative
P2P Applications: A Case Study with the P2P Videoconferencing System
BRAVIS. In: Proceedings of the 5th International Conference on Collabo-
rative Computing: Networking, Applications and Worksharing (Collaborate-
Com), pages 1–10. IEEE.
[76] J. Klensin. 2008. Simple Mail Transfer Protocol. RFC 5321. Internet Engi-
neering Task Force.
[77] E. Kokkonen, S. Baset, and M. Matuszewski. 2008. Demonstration of Peer-
to-Peer Session Initiation Protocol (P2PSIP) in the Mobile Environment. In:
Proceedings of the 5th IEEE Consumer Communications and Networking
Conference (CCNC), pages 1221–1222. IEEE.
76
[78] J. Koskela. 2008. A HIP-Based Peer-to-Peer Communication System. In:
Proceedings of the International Conference on Telecommunications (ICT),
pages 1–7. IEEE.
[79] S. Ktari, A. Hecker, and H. Labiod. 2009. Exploiting Routing Unfairness in
DHT Overlays. In: Proceedings of the IEEE Symposium on Computers and
Communications (ISCC), pages 110–115. IEEE.
[80] S. Ktari, A. Hecker, and H. Labiod. 2009. Structured Flooding Search in
Chord Overlays. In: Proceedings of the IEEE Global Information Infrastruc-
ture Symposium (GIIS), pages 1–4. IEEE.
[81] S. Ktari, M. Zoubert, A. Hecker, and H. Labiod. 2007. Performance Evalua-
tion of Replication Strategies in DHTs Under Churn. In: Proceedings of the
6th International Conference on Mobile and Ubiquitous Multimedia (MUM),
pages 90–97. ACM.
[82] L. Le and G.-S. Kuo. 2007. Hierarchical and Breathing Peer-to-Peer SIP
System. In: Proceedings of the IEEE International Conference on Commu-
nications (ICC), pages 1887–1892. IEEE.
[83] B. Leong, B. Liskov, and E. D. Demaine. 2004. EpiChord: Parallelizing
the Chord Lookup Algorithm with Reactive Routing State Management. In:
Proceedings of the 12th IEEE International Conference on Networks (ICON),
pages 270–276. IEEE.
[84] B. Leong, B. Liskov, and E. D. Demaine. 2004. EpiChord: Parallelizing the
Chord Lookup Algorithm with Reactive Routing State Management. Tech-
nical report MIT-LCS-TR-963, Massachusetts Institute of Technology.
[85] J. Li, J. Stribling, R. Morris, M. F. Kaashoek, and T. M. Gil. 2005. A Per-
formance vs. Cost Framework for Evaluating DHT Design Tradeoffs Under
Churn. In: Proceedings of the IEEE INFOCOM, pages 225–236. IEEE.
[86] L. Li, Y. Ji, T. Ma, L. Gu, and C. Zhang. 2008. Locality-Aware Peer-to-Peer
SIP. In: Proceedings of the 14th IEEE International Conference on Parallel
and Distributed Systems (ICPADS), pages 295–302. IEEE.
[87] S. Lipschutz and J. J. Schiller. 1998. Schaum’s Outline of Theory and Prob-
lems of Introduction to Probability and Statistics. McGraw-Hill. ISBN 978-
0070380844.
[88] A. Loewenstern. 2008. DHT Protocol. URL http://www.bittorrent.org/
beps/bep_0005.html. BitTorrent Enhancement Proposal 5, (Draft), Viewed
April 2010.
77
[89] B. T. Loo, R. Huebsch, I. Stoica, and J. M. Hellerstein. 2004. The Case for a
Hybrid P2P Search Infrastructure. In: Proceedings of the 3rd International
Workshop on Peer-to-Peer Systems (IPTPS), pages 141–150. Springer.
[90] X. Luo, Z. Qin, J. Han, and H. Chen. 2008. DHT-Assisted Probabilistic
Exhaustive Search in Unstructured P2P Networks. In: Proceedings of the
IEEE International Parallel & Distributed Processing Symposium (IPDPS),
pages 1–9. IEEE.
[91] J. Ma¨enpa¨a¨ and G. Camarillo. 2009. Study on Maintenance Operations in
a Chord-Based Peer-to-Peer Session Initiation Protocol Overlay Network.
In: Proceedings of the IEEE International Parallel & Distributed Processing
Symposium (IPDPS), pages 1–9. IEEE.
[92] J. Ma¨enpa¨a¨ and G. Camarillo. 2010. Analysis of Delays in a Peer-to-Peer
Session Initiation Protocol Overlay Network. In: Proceedings of the 7th IEEE
Consumer Communications and Networking Conference (CCNC), pages 1–6.
IEEE.
[93] D. Malkhi, M. Naor, and D. Ratajczak. 2002. Viceroy: A Scalable and
Dynamic Emulation of the Butterfly. In: Proceedings of the 21st Annual
Symposium on Principles of Distributed Computing (PODC), pages 183–
192. ACM.
[94] G. S. Manku. 2004. Balanced Binary Trees for ID Management and Load
Balance in Distributed Hash Tables. In: Proceedings of the 23rd Annual
Symposium on Principles of Distributed Computing (PODC), pages 197–
205. ACM.
[95] G. S. Manku, M. Bawa, and P. Raghavan. 2003. Symphony: Distributed
Hashing in a Small World. In: Proceedings of the 4th USENIX Symposium
on Internet Technologies and Systems (USITS), pages 127–140. USENIX.
[96] E. Marocco, A. Manzalini, M. Sampo`, and G. Canal. 2007. Interworking
between P2PSIP Overlays and IMS Networks – Scenarios and Technical So-
lutions. In: Proceedings of the 11th International Conference on Intelligence
in Service Delivery Networks (ICIN), pages 1–4.
[97] I. Martinez-Yelmo, A. Bikfalvi, R. Cuevas, C. Guerrero, and J. Garcia. 2009.
H-P2PSIP: Interconnection of P2PSIP Domains for Global Multimedia Ser-
vices Based on a Hierarchical DHT Overlay Network. Computer Networks
53, no. 4, pages 556–568.
78
[98] I. Martinez-Yelmo, A. Bikfalvi, C. Guerrero, R. Cuevas, and A. Mauthe.
2008. Enabling Global Multimedia Distributed Services Based on Hierarchi-
cal DHT Overlay Networks. In: Proceedings of the 2nd International Con-
ference on Next Generation Mobile Applications, Services and Technologies
(NGMAST), pages 543–549. IEEE.
[99] I. Martinez-Yelmo, C. Guerrero, R. Cuevas, and A. Mauthe. 2009. A Hierar-
chical P2PSIP Architecture to Support Skype-like Services. In: Proceedings
of the 17th Euromicro International Conference on Parallel, Distributed, and
Network-Based Processing (PDP), pages 316–322. IEEE.
[100] M. Matuszewski and E. Kokkonen. 2008. Mobile P2PSIP – Peer-to-Peer
SIP Communication in Mobile Communities. In: Proceedings of the 5th
IEEE Consumer Communications and Networking Conference (CCNC),
pages 1159–1165. IEEE.
[101] P. Maymounkov and D. Mazieres. 2002. Kademlia: A Peer-to-Peer Informa-
tion System Based on the XOR Metric. In: Proceedings of the 1st Interna-
tional Workshop on Peer-to-Peer Systems (IPTPS), pages 53–65. Springer.
[102] B. Meyer and M. Portmann. 2008. Practical Performance Evaluation of Peer-
to-Peer Internet Telephony Using SIP. In: Proceedings of the IEEE 8th In-
ternational Conference on Computer and Information Technology Workshops
(CIT Workshops), pages 204–209. IEEE.
[103] W. Mi, C. Zhang, X. Qiu, L. Li, Y. Wang, and Y. Ji. 2009. LPDHT: A
Locality-Aware and Partitioned-Space Architecture for Peer-to-Peer SIP. In:
Proceedings of the 5th International Conference on Wireless Communica-
tions, Networking and Mobile Computing (WiCOM), pages 1–4. IEEE.
[104] A. Mislove, A. Post, A. Haeberlen, and P. Druschel. 2006. Experiences in
Building and Operating ePOST, a Reliable Peer-to-Peer Application. In:
Proceedings of the 1st ACM SIGOPS European Conference on Computer
Systems (EuroSys), pages 147–159. ACM.
[105] A. Mislove, A. Post, C. Reis, P. Willmann, P. Druschel, D. S. Wallach,
X. Bonnaire, P. Sens, J.-M. Busca, and L. Arantes-Bezerra. 2003. POST:
A Secure, Resilient, Cooperative Messaging System. In: Proceedings of the
9th Conference on Hot Topics in Operating Systems (HotOS), pages 61–66.
USENIX.
[106] M. Mitzenmacher, A. W. Richa, and R. Sitaraman. 2001. The Power of Two
Random Choices: A Survey of Techniques and Results. In: S. Rajasekaran,
79
P. M. Pardalos, J. H. Reif, and J. Rolim (editors), Handbook of Randomized
Computing, chapter 9, pages 255–312. Springer. ISBN 978-0792369578.
[107] R. Moskowitz and P. Nikander. 2006. Host Identity Protocol (HIP) Archi-
tecture. RFC 4423. Internet Engineering Task Force.
[108] J. Myers and M. Rose. 1996. Post Office Protocol – Version 3. RFC 1939.
Internet Engineering Task Force.
[109] NIST. 2008. Secure Hash Standard (SHS). FIPS PUB 180-3. National
Institute of Standards and Technology.
[110] Z. Ou, E. Harjula, O. Kassinen, and M. Ylianttila. 2009. Feasibility Evalua-
tion of a Communication-Oriented P2P System in Mobile Environments. In:
Proceedings of the International Conference on Mobile Technology, Applica-
tions, and Systems (Mobility), pages 1–8. ACM.
[111] Z. Ou, E. Harjula, and M. Ylianttila. 2008. GTPP: General Truncated Pyra-
mid Architecture over P2PSIP Networks. In: Proceedings of the Interna-
tional Conference on Mobile Technology, Applications, and Systems (Mobil-
ity), pages 1–8. ACM.
[112] Z. Peng, Z. Duan, J.-J. Qi, Y. Cao, and E. Lv. 2007. HP2P: A Hybrid Hier-
archical P2P Network. In: Proceedings of the 1st International Conference
on the Digital Society (ICDS), pages 1–5. IEEE.
[113] M. Poikselka¨, G. Mayer, H. Khartabil, and A. Niemi. 2004. The IMS: IP
Multimedia Concepts and Services in the Mobile Domain. John Wiley &
Sons. ISBN 978-0470871133.
[114] V. Ramasubramanian and E. G. Sirer. 2004. The Design and Implementation
of a Next Generation Name Service for the Internet. In: ACM SIGCOMM,
pages 331–342. ACM.
[115] A. Rao, K. Lakshminarayanan, S. Surana, R. Karp, and I. Stoica. 2003. Load
Balancing in Structured P2P Systems. In: Proceedings of the 2nd Interna-
tional Workshop on Peer-to-Peer Systems (IPTPS), pages 68–79. Springer.
[116] S. Ratnasamy. 2002. A Scalable Content-Addressable Network. Ph.D. thesis,
University of California at Berkeley.
[117] S. Ratnasamy, P. Francis, M. Handley, R. Karp, and S. Shenker. 2001. A Scal-
able Content-Addressable Network. In: Proceedings of the ACM SIGCOMM,
pages 161–172. ACM.
80
[118] P. Reynolds and A. Vahdat. 2003. Efficient Peer-to-Peer Keyword Search-
ing. In: Proceedings of the ACM/IFIP/USENIX International Middleware
Conference, pages 21–40. Springer.
[119] S. Rhea, D. Geels, T. Roscoe, and J. Kubiatowicz. 2003. Handling Churn
in a DHT. Technical report UCB/CSD-03-1299, University of California at
Berkeley.
[120] S. Rhea, D. Geels, T. Roscoe, and J. Kubiatowicz. 2004. Handling Churn in
a DHT. In: Proceedings of the USENIX Annual Technical Conference, pages
127–140. USENIX.
[121] A. B. Roach. 2002. Session Initiation Protocol (SIP)-Specific Event Notifi-
cation. RFC 3265. Internet Engineering Task Force.
[122] J. Rosenberg. 2007. Interactive Connectivity Establishment (ICE): A Proto-
col for Network Address Translator (NAT) Traversal for Offer/Answer Pro-
tocols. draft-ietf-mmusic-ice-19. Internet Engineering Task Force. (Work in
progress).
[123] J. Rosenberg and H. Schulzrinne. 2002. Session Initiation Protocol (SIP):
Locating SIP Servers. RFC 3263. Internet Engineering Task Force.
[124] J. Rosenberg, H. Schulzrinne, G. Camarillo, A. Johnston, J. Peterson,
R. Sparks, M. Handley, and E. Schooler. 2002. SIP: Session Initiation Pro-
tocol. RFC 3261. Internet Engineering Task Force.
[125] D. Rossi, M. Mellia, and M. Meo. 2009. Understanding Skype Signaling.
Computer Networks 53, no. 2, pages 130–140.
[126] A. Rowstron and P. Druschel. 2001. Pastry: Scalable, Distributed Object
Location and Routing for Large Scale Peer-to-Peer Systems. In: Proceed-
ings of the 18th IFIP/ACM International Conference on Distributed Systems
Platforms (Middleware), pages 329–350. Springer.
[127] A. Rowstron and P. Druschel. 2001. Storage Management and Caching in
PAST, a Large-Scale, Persistent Peer-to-Peer Storage Utility. ACM SIGOPS
Operating Systems Review (OSR) 35, no. 5, pages 188–201.
[128] J. H. Saltzer, D. P. Reed, and D. D. Clark. 1984. End-to-End Arguments in
System Design. ACM Transactions on Computer Systems (TOCS) 2, no. 4,
pages 277–288.
[129] J. Seedorf, F. Ruwolt, M. Stiemerling, and S. Niccolini. 2008. Evaluating
P2PSIP Under Attack: An Emulative Study. In: Proceedings of the IEEE
GLOBECOM, pages 1–6. IEEE.
81
[130] T. M. Shafaat, A. Ghodsi, and S. Haridi. 2008. A Practical Approach to
Network Size Estimation for Structured Overlays. In: Proceedings of the 3rd
International Workshop on Self-Organizing Systems (IWSOS), pages 71–83.
Springer.
[131] H. Shen and C.-Z. Xu. 2005. Locality-Aware Randomized Load Balancing Al-
gorithms for DHT Networks. In: Proceedings of the International Conference
on Parallel Processing (ICPP), pages 529–536. IEEE.
[132] H. Shen and C.-Z. Xu. 2010. Elastic Routing Table with Provable Perfor-
mance for Congestion Control in DHT Networks. IEEE Transactions on
Parallel and Distributed Systems (TPDS) 21, no. 2, pages 242–256.
[133] K. Singh and H. Schulzrinne. 2004. Peer-to-Peer Internet Telephony Using
SIP. In: Proceedings of the 4th New York Metro Area Networking Workshop
(NYMAN), pages 1–4.
[134] K. Singh and H. Schulzrinne. 2005. Peer-to-Peer Internet Telephony Using
SIP. In: Proceedings of the International Workshop on Network and Operat-
ing Systems Support for Digital Audio and Video (NOSSDAV), pages 63–68.
ACM.
[135] K. Singh and H. G. Schulzrinne. 2004. Peer-to-Peer Internet Telephony Using
SIP. Technical report CUCS-044-04, Columbia University at New York.
[136] K. Singh and H. G. Schulzrinne. 2006. Using an External DHT as a SIP
Location Service. Technical report CUCS-007-06, Columbia University at
New York.
[137] R. Steinmetz and K. Wehrle (editors). 2005. Peer-to-Peer Systems and Ap-
plications. Lecture Notes in Computer Science. Springer. ISBN 978-3-540-
29192-3.
[138] I. Stoica, R. Morris, D. Karger, M. F. Kaashoek, and H. Balakrishnan. 2001.
Chord: A Scalable Peer-to-Peer Lookup Service for Internet Applications.
In: Proceedings of the ACM SIGCOMM, pages 149–160. ACM.
[139] W. W. Terpstra, J. Kangasharju, C. Leng, and A. P. Buchmann. 2007. Bub-
bleStorm: Resilient, Probabilistic, and Exhaustive Peer-to-Peer Search. In:
Proceedings of the ACM SIGCOMM, pages 49–60. ACM.
[140] Z. Tian, X. Wen, W. Zheng, Y. Sun, and Y. Cheng. 2009. Evaluation and
Simulation on the Performance of DHTs Required by P2PSIP. In: Pro-
ceedings of the 5th International Conference on Information Assurance and
Security (IAS), pages 701–704. IEEE.
82
[141] K.-C. Tsai and C. Chen. 2006. A Server Reassignment Algorithm for DHT
Load Balance and the Effect of Heterogeneity. In: Proceedings of the IEEE
GLOBECOM, pages 1–6. IEEE.
[142] A. Varga and R. Hornig. 2008. An Overview of the OMNeT++ Simulation
Environment. In: Proceedings of the 1st International Conference on Sim-
ulation Tools and Techniques for Communications, Networks and Systems
(SimuTools), pages 1–10. ICST.
[143] N. Venkitaraman and R. Lillie. 2008. A P2P Model for SIP Based Telecom
Services. In: Proceedings of the 5th IEEE Consumer Communications and
Networking Conference (CCNC), pages 1166–1170. IEEE.
[144] D. Vingarzan, P. Weik, and T. Magedanz. 2005. Design and Implementa-
tion of an Open IMS Core. In: Proceedings of the 2nd International Work-
shop Mobility Aware Technologies and Applications (MATA), pages 284–293.
Springer.
[145] Q. H. Vu, M. Lupu, and B. C. Ooi. 2009. Peer-to-Peer Computing: Principles
and Applications. Springer. ISBN 978-3642035135.
[146] M. Walfish, H. Balakrishnan, and S. Shenker. 2004. Untangling the Web from
DNS. In: Proceedings of the 1st Conference on Symposium on Networked
Systems Design and Implementation (NSDI), pages 225–238. USENIX.
[147] Y. Wang, C. Zhang, T. Ma, L. Li, and Y. Ji. 2008. Design and Evaluation
of Reliability Mechanisms in P2PSIP-Based Conference System. In: Pro-
ceedings of the 4th International Conference on Wireless Communications,
Networking and Mobile Computing (WiCOM), pages 1–6. IEEE.
[148] M. C. Wendl. 2003. Collision Probability Between Sets of Random Variables.
Statistics & Probability Letters 64, no. 3, pages 249–254.
[149] H. Xie and Y. R. Yang. 2007. A Measurement-Based Study of the Skype
Peer-to-Peer VoIP Performance. In: Proceedings of the 6th International
Workshop on Peer-to-Peer Systems (IPTPS), pages 1–6.
[150] M. Zaharia and S. Keshav. 2006. Gossip-Based Search Selection in Hybrid
Peer-to-Peer Networks. In: Proceedings of the 5th International Workshop
on Peer-to-Peer Systems (IPTPS), pages 1–6.
[151] C. Zhang, J. Shi, L. Li, W. Lin, Y. Wang, L. Gu, Y. Ji, and Z. Feng. 2008. Sig-
naling Latency Analysis of Peer-to-Peer SIP Systems. In: Proceedings of the
5th IEEE Consumer Communications and Networking Conference (CCNC),
pages 505–509. IEEE.
83
[152] B. Y. Zhao, L. Huang, J. Stribling, S. C. Rhea, A. D. Joseph, and J. Kubi-
atowicz. 2004. Tapestry: A Global-Scale Overlay for Rapid Service Deploy-
ment. IEEE Journal on Selected Areas in Communications (J-SAC) (Special
issue: Recent Advances in Service Overlay Networks) 22, no. 1, pages 41–53.
[153] B. Y. Zhao, J. Kubiatowicz, and A. D. Joseph. 2001. Tapestry: An In-
frastructure for Fault-Tolerant Wide-Area Location and Routing. Technical
report UCB/CSD-01-1141, University of California at Berkeley.
[154] X. Zheng and V. Oleshchuk. 2009. Improving Chord Lookup Protocol for
P2PSIP-Based Communication Systems. In: Proceedings of the International
Conference on New Trends in Information and Service Science (NISS), pages
1309–1314. IEEE.
[155] X. Zheng and V. Oleshchuk. 2009. A Secure Architecture for P2PSIP-Based
Communication Systems. In: Proceedings of the 2nd International Confer-
ence on Security of Information and Networks (SIN), pages 75–82. ACM.
[156] Y. Zhu and Y. Hu. 2004. Towards Efficient Load Balancing in Structured P2P
Systems. In: Proceedings of the 18th International Parallel and Distributed
Processing Symposium (IPDPS), pages 1–10.
[157] Y. Zhu and Y. Hu. 2005. Efficient, Proximity-Aware Load Balancing for
DHT-Based P2P Systems. IEEE Transactions on Parallel and Distributed
Systems (TPDS) 16, no. 4, pages 349–361.
[158] G. K. Zipf. 1936. The Psycho-Biology of Language: An Introduction to
Dynamic Philology. Routledge.
84
ISBN 978-952-60-3448-5
ISBN 978-952-60-3449-2 (PDF)
ISSN 1795-2239
ISSN 1795-4584 (PDF)
